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Key Terms and Definitions

1. Electronic Medical Record (EMR) - An electronic record system within a healthcare
settting which includes clinical information entered by the healthcare professional at the
point of care.

2. Electronic Health Record (EHR) - The electronic health record includes all information
contained in a traditional health record including a patient’s health profile, behavioral
and environmental information. As well as content, the EHR also includes the dimension
of time, which allows for the inclusion of information across multiple episodes and
providers, which will ultimately evolve into a lifetime record.

3. National EHR Framework - a set of rules that seeks to integrate health record systems
in the country by defining common enterprise architecture, and with other common
attributes such as Accessibility, Data Standards , Security And Confidentiality,
Legislation, Ethical Considerations, Human Resource Development, Implementation
Structure and Phases Of Implementation.

4. E-government - short for electronic government, also known as e-gov, digital
government, online government or transformational government) is a diffused
neologism used to refer to the use of information and communication technology to
provide and improve government services, transactions and interactions with citizens,
businesses, and other arms of government.

5. E-readiness - short for electronic readiness is the ability to use Information and
Communication Technologies (ICT) to develop one's economy and to foster one's
welfare. According to the IBM Institute for Business Value, the six pillars of e-readiness
are: connectivity & technology infrastructure, business environment, social & cultural
environment, legal environment, government policy & vision and consumer & business
adoption.

6. Electronic Health Record Reference Architecture (EHRRA) - A formalization of
requirements into a model (e.g. a class model or entity relationship model) whose
purpose is to formally define semantics in common to all EHR systems and does not
include the design aspects of any particular EHR system.

7. Scalability - The process of making the EMR available in many facilities, by scoping, and
deploying the necessary infrastructure, the human resources, and the software solution
to computerize the manual operations.

8. SOP - Short for Standard Operating Procedures - Refers to standard agreed practices
in carrying out varied tasks e.g. SOP for backing up of data may stipulate that data is
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automatically backed up after every 30 minutes to a tape drive, and every 3AM to a
remote site.
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Executive Summary

HMIS is the department in the Ministries of Health charged with the responsibility of
ensuring that data is captured from the ground, analyzed and efficiently disseminated for
decision making.

In order to define a framework for the basic specifications and functions for EMR systems
operating in Kenya, a number (3) of independent assessments have been carried out on
existing EMR systems 2 for ART care; the other all software solutions within the health
sector, and other data collection and reporting systems currently in use. Between November
2007 and July 2009 assessments of a wide variety (but not statistically representative)
electronic systems currently in use in Kenya to manage patient and health data (reporting
system and electronic medical records) were carried out by HMIS, CDC and NASCOP.

The main findings are that for ART care, there are systems that have been highly developed,
and are currently efficiently handling ART data. The fact that the systems are ART specific
has created an artificial ‘stigmatization’ of these systems with other general hospital clinics.
This has led to poor, and in some cases complete failure of integration of ART data
management with the bigger hospital data management.

Since the assessments were informed by different sets of objectives, the findings may have
differed, but the common denominators of inadequate human resources, clear gaps in
functionality and operationalization of the software solutions, weak solution framework and
deficient infrastructural framework were noted.

By looking across the three assessments, this report has made recommendations regarding
the way forward towards the scale up and harmonization of data systems for health services
to improve patient care, facility and resource management and policy development and
evaluation. The recommendations made hereunder will form a basis for EMR/ EHR national
framework, standards development, systems upgrade, and implementation plan on
scalability both to cover more facilities and more functionality amongst existing systems.
Further, the recommendations also allude to supporting infrastructure, human resource
requirements and support services.

The report recognizes that the systems assessed have been developed out of necessity and
in the absence of clear strategies or guidelines for standard-based large scale deployment
of such systems. The current process (of which this report is but one step) of developing
such direction, standards or guidelines and assuring that they are met by those systems in
use can be seen, in some ways, “as building the boat after it has already set sail”. There is
no possibility of “calling a timeout” while these basic guiding elements are defined and
implemented. Therefore, any plans on the way forward to greater harmonization and
standardize of systems must be developed with this in mind. This complicates the process
but does not discourage us from the need to undertake the process and move forward in
this direction.
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The synthesis of the three assessments proved to be a highly informative and beneficial
exercise. While undertaken independently, there emerged some very clear areas of
agreement on the current state of EMRs and other health information data systems. The
report captures those areas and presents them in a way that allows HMIS and other
stakeholders to concretely define a path forward to improve the coherence of systems and
therefore the quality of the information produced. This can clearly have a direct impact on
the quality of patient care, programme management and policy development and
evaluation.

Overall Recommendations:

e All relevant elements of HMIS information policy and other regulatory guidelines
(Kenya Bureau of Standards) for health data should be reflected and respected
by any/all data systems including EMR.

o HMIS take leadership of a process to engage stakeholders in the finalization of
standards and guidelines for all information systems including EMRs. These
should include but not be limited to:

0 Open data standards: A set of specified data codes e.g. patient ID, Drug
codes, Master facility list etc that should be available to all stakeholders
0 Software and Hardware standards: Operating specifications guidelines for
both software and hardware must be put in place. This will address issues of
accessibility, integration, inter-operability and maintainability.
0 Setting specific standards for :
LA Health facility EMR

WA Governance model
W12 Infrastructure, Hardware and software
..1.3 Clinical patient management and Health records

...2  Various National Databases
.3 Reporting systems
0 Development of EMR implementation workplan.
0 For facility EMR - Doing a model L4 fully integrated implementation before
nationwide rollout.
o0 For ART EMRs
o A specific scale up program to be developed in conjunction with NASCOP
e Upgrade of existing ART EMRs to meet national standards.
e Unsupported sites to use the identified/ defined/ revised national EMR.
e Specifically, must employ the use of standardized patient ID format. This is
in order to improve data management, transmission, messaging and
sharing between the various systems.

e HMIS must ensure that steps need to be taken to include clinical and
administrative staff in the design, development and implementation of the
standards and guidelines and development and scale up of any information
system software including EMRs.
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Steps must be taken to ensure sustainable and adequate budgetary support
systems development, scale-up/roll out and operations.

NASCOP should take steps to improve systems harmonization for ART EMRs as
well as feedback mechanisms (vertical and horizontal).

HIV/AIDS data systems must employ the MoH standardized patient ID format.
Other standards, such as vocabulary and messaging should also be agreed upon
by key stakeholders and utilized in the software.

SOPs based upon the defined standards and guidelines for all data systems must
be developed and implemented and system users trained on the procedures.

A comprehensive national minimum data set (metadata) and a clear data
exchange protocol should be adopted and reflected in all data systems in use.

All systems that meet functional and interoperability standards and guidelines
will qualify for ministry stamp of approval for use in the facilities, and for
consideration for scaling up as the approved national EMR in which issues such
as sustainability, licensing costs, Kenyan local system support, willingness to
relinquish ownership and source code, clear strategies on scalability, among
other criteria will be used.
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Introduction and Objectives

Efficiently collected, stored, analyzed and disseminated data is key to any success in this
day and age in any sector of the economy. With the advent of use of computers for data
processing, the good record keeping practices are made better by the increased efficiency,
capacity, speed of access and extensive analysis brought about by technology. Most
countries have embraced this technology and the results are telling of the efficiencies
gained therein.

Patient care has improved over the last few years with availability of right skills and
medications. The Emerging challenge currently is availability for life time patient records,
and ease of summarizing and analyzing clinical information for assessment of trends and
evidence-based patient management. Electronic Medical Record Systems (EMRs) provide
the necessary information for patient management, by automating the patient data capture
and implementing of basic decision support for the clinician. This has led to improved
patient care and management of resources. EMRs also provide quality aggregated data for
Health Information Management Systems (HMIS) for better planning, health intelligence
responses, and overall management.

Chronic diseases, HIV/AIDS chief among them, require life time patient management, of
multiple conditions which arise as opportunistic or otherwise. The results are that the
patient records increase in volume dramatically, and sooner than later, paper-based
systems cannot suffice for efficient tracking of patient data. This is made worse in cases of
studies such as cohort analysis.

In Kenya, in response to public health and moral imperatives, the rapid expansion of the
availability of ART services for HIV/AIDS patients in Kenya has been impressive and has
undoubtedly prolonged the lives of many of those receiving care. This expansion, however,
has also created a number of challenges to those responsible for providing, managing and
sustaining these life saving services. From both clinical and public health perspectives, a key
element to meeting these challenges is the creation of data and information systems
capable of supporting quality patient care, facility, resources management and national
strategy and policy development and evaluation. It has been noted in numerous forums that
the rapid surge in program expansion has occurred in the absence of clearly recognized
standards and guidelines for such information systems. This has led to the development of
myriad systems by individual institutions and supporting partners based upon their specific
and individually defined data needs. Recent discussions (involving these institutions and
partners) have agreed upon the need to create such standards and guidelines in order to
ensure the uniformity and quality of care as well as the quality of reported programmatic
information.

In order to define a framework for the basic specifications and functions for EMR systems
operating in Kenya, three independent assessments have been carried out on existing EMR
systems and other data collection and reporting systems currently in use. Between
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November 2007 and July 2009 assessments of a wide variety of electronic systems
currently in use in Kenya to manage patient and health data (reporting system and
electronic medical records) were carried out by:

1. Division of Health Management Information System (HMIS): HMIS is mandated by the
Ministry of Public Health and Sanitation to collect, collate, analyze, interpret, publish
and disseminate health data to all stakeholders (both public and private) for evidence
based decision making.

2. National HIV/AIDS and STI Control Programme (NASCOP supported by WHO and
HS2020): NASCOP is mandated to plan and coordinate HIV/AIDS and STI activities in
the country as an arm of the Ministries of Public Health and Sanitation and Medical
Services.

3. US Centers for Disease Control and Prevention: A member of the United States
Government (USG) team responsible for the management and use of PEPFAR funds in
Kenya and a member of the USG PEPFAR Strategic Information (SI) group.

For the purposes of this report the assessments will be referred to by the name of the
institution responsible for their design and implementation (HMIS, CDC, and NASCOP).

The need to generate one comprehensive report with synthesis, analysis and consolidation
of findings from the three assessments for use in the health sector in order to guide the
investment options is main reason for this harmonization. The comprehensive report will be
used to inform the computerization of the Health sector HMIS system (Reporting System)
and the electronic medical records in the health facilities (with specific emphasis on ART).

The consolidated report focuses on 2 main areas - National EHR and HMIS reporting
system. Other support systems in use within the health sector are alluded to, but are not
scoped. These include, but are not limited to the analysis tools (SPSS, Epi Info), research
tools in use in research centres like KEMRI, supply chain systems in use in KEMSA, Finance
administration and Human Resource and Payroll systems.

The specific objectives of each of the assessments are found in Table 1 below.

Together, the three assessments examined software systems operating in 69 facilities
within 8 regions at various levels of the health service delivery system in Kenya (public and
private). Each of the assessment reports looked at:

Existing infrastructure;

Clinical patient care;

Human capacity and perceptions; and

Use of EMR data to support clinical care and managerial decision-making.

In order to be able to draw conclusions across these assessments to inform the process of
defining standards and guidelines for information systems in support of medical services
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(principally but not limited to EMRs) a systematic review of three independent assessments
of existing electronic medical recording and reporting systems was conducted.

The overall objectives of this report harmonizing and synthesizing the results of the three
assessments are to:
e Summarize the aims, methodology, results and conclusions of the three assessments;
e Produce an inventory of identified EMR software and other applications that can
potentially be used to improve patient care and data capture initially for antiretroviral
therapy patients and services (ART) but scalable to cover other services;
e Harmonize key findings and recommendations on existing systems from the three
assessments; and
e Contribute to the development of a nationally accepted framework for EMRs which is
compatible/consistent with the broader Kenyan e-government agenda.

This harmonization report specifically reports on the following elements of the three
assessment reports:

General objectives, methodology and results from each assessment;

Inventory and mapping of identified EMR systems (annex2) ; and

Basic specifications and functionality of existing EMR systems. (annex 2)

A matrix of key framework components, current gaps, recommendations and standards
required. (table 8)

Further, as part of this report, the following recommendations are included as annexes to
inform the sector on the best way forward:

1. Initial draft national EHR framework == {Formaned; Bullets and Numbering

12, Recommendations of EHR standards and the reporting system standards

3. Recommendations for comprehensive facility information systems

4. Defined e-readiness requirements: infrastructure, connectivity, human
capacity

H5.  Recommendations on the implementation plan of the electronic systems with

clearly defined scalability plan
E6.  EHR governance models including regulatory, legal and policy environment.
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Overview of EMR and Health Systems Assessments

Between November 2007 and June 2009, the Division of Health Management Information
Systems (HMIS), the US Centers for Disease Control and Prevention and the National AIDS
and STI Control Programme (NASCOP) independently conducted assessments of electronic
systems in use for patient management and data capture and reporting. Though varied in
scope, these assessments extended beyond a mere technical evaluation of hardware,
software and functionality. The assessments examined the following design and
functionality elements of existing EMRs and software used by the health sector:

General system characteristics;

Hardware and infrastructure requirements;

Human capacity and perceptions;

Data use for clinical and managerial decision making;
Data reporting and output capabilities;

Data security and quality; and

Linkages with other systems.

The key design and approach elements for the three independent assessments are
summarized in Table 1 below:

|Page 4



Table 1: Overview of Design Elements of the Three Systems Assessments

HMIS CDC NASCOP
Responsible Division of Health Management Information | Atlanta-based President’s Emergency Plan for NASCOP in conjunction with all ART
P System (HMIS) within the Ministries of AIDS Relief (PEPFAR) United States implementing partners with support from WHO

Agency Health Government (USG) team and HS2020.
Assessment November 2007 to June 2009 November 27 to December 6, 2007 July 2008: 1 week for pre-assessment
period March 2009: 1 week for assessment

6 Consultants from University of Nairobi 4-person team from various USG agencies: 18 persons from

Enterprises & Services (UNES) CDC/NCHHSTP/GAP/ESIB/ WHO/MOH/NASCOP/KEMRI/AIDS
Assessment NCEH/EHTB/NCPHI Relief/APHIA I1/CDC (2-4 member teams per
Team 3 members focused on different functional region, with data management expert and ICT

areas of tool; 4t member observed patients
and providers.

technical person per assessment site)

Justification for

= Existence of multiple software in health
sector for data management

= Lack of linkages among all existing
software both vertically and horizontally

= Existing software not user friendly, not
flexible, non scalable

= Finalization of harmonization &
rationalization of health indicators and
tools don’t correspond to existing software

o The complexity of data being captured &
rising number of patients on ART
necessitates use of computerized patient
monitoring system.

e Despite attempts at creating a standardized,
one-size-fits-all EPMS, there is a variety of
EPMS in PEPFAR countries due to: (1)
different work flow at facilities, (2) numerous
donor and partner reporting requirements

e HIV/AIDS being a chronic disease dictates
capture and use of lots of patient data over
time to determine best form of care at any one
point.

o Patient follow-up files become bulky as visits
increase, and extracting information for
clinical patient management increasingly
complex.

o The situation is worse when patients move

assessment & modules used at different levels (3) varied technical capacity and available from one health facility to another.
resources, and (4) a wide range of clinic e Inabid to computerize these records, several
patient volumes. ART EMR systems have come up in Kenya, in
e EPMS proliferation increases cost to support which disparate sets of data kept.
multiple systems, e.g. development, bug fixes, | ¢ No data interchange between these systems,
training and client support. no interoperability with pharmacy and
o Experience suggests some standardization of laboratory management systems
EPMS, based on characteristics of a particular
facility possible, and may result in efficiencies
in implementation and support of systems.
Guiding = E-government strategy has defined a key Have baseline information on ART EMRs 1. Multiple existing EMR systems that need to

medium term deliverable as the HMIS

currently supported by PEPFAR for future

‘communicate’ with each other




HMIS

CDC

NASCOP

principles or
philosophy

designed to provide computer aided
hospital management operations that
would facilitate the recording of various
hospital operations and include
connectivity to concerned Health
Ministries a central repository of health
data and statistics would be provided at
MOH HQ.

Vision 2030 promises to improve overall
livelihoods of Kenyans via an efficient and
high quality health care system. One of the
vehicles is revitalization of community
health centres with community based
health information systems.

The need for a coordinated information
management systems at all 6 levels of
health care provision, with a strong
reporting backbone to HMIS.

support decisions.

2. Gaps of necessary functionality exist in all
these solutions - need to structure a way of
addressing the gaps

3. Need structured rollout plan to capture data
from multiple ART sites that are not utilizing
EMR systems.

4. Contextualizing the ART EMR
implementations in the broad HMIS strategy

Objectives

Identify relevant existing software at
district, province & national level and
determine their functionality, use, user

friendliness, flexibility, scalability and
sustainability.
Assess software performance vs. user

needs

Evaluate software linkages, data flow and
sharing mechanisms

Evaluate interoperability of existing
software
Determine existing infrastructure and its

use
Assess capacity of users plus effectiveness
and efficiency of systems

Interrogate/query staff at

® Describe current state of electronic patient
monitoring systems (EPMS) used by key
partners delivering ART in Kenya,

e Provide technical background for Kenya
HMIS team to respond to requests for EPMS
recommendations and data, human resource
and infrastructure needs from PEPFAR
partners in Kenya.

Examined 3 functional areas:
(1) system (software & hardware, including
infrastructure);
(2) user perception (user buy-in, involved
with the decision on the selection and use of
EPMS, etc);

(3) data content (quality of data, information

To assess the following:
® Data capturing capabilities - Ability to capture
complete and relevant information (i.e. ART
Register Card - form 257) for M&E of HIV
treatment, care and support as a minimum
® Technical capabilities for each software
® Interoperability with pharmacy and laboratory
systems
® Integration with HMIS reporting system
® Horizontal EMR scalability options to cover
comprehensive general EMR functionality

® Connectivity and integration with existing or
future national HMIS

® Capacities of health facilities to support such
systems in terms of equipment, local
infrastructure, data storage, ownership,
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HMIS

CDC

NASCOP

provincial/district sites

e Define challenges, gaps and recommend:

°
o

K3
o

Minimal architecture of software,
databases
Standard  guidelines &  minimal

standards to inform software, databases,
electronic reporting systems & EMR in
health sector

Most appropriate software for adoption
by the health sector

collected, support for national protocol)

transmission (distribution and feedback) and
human resources

® Required infrastructure to deploy the system

(

C

physical factors (computer hardware and
onnectivity), power, and human resources.

Sampling

Over 100 respondents from > 40
institutions:

MOH and related departments, HMIS
division,

UN Agencies, DANIDA, other donor
partners

Government parastatal (KEMRI, NHIF,
KEMSA),

Implementing partners,

Regulatory bodies,

Software developers/vendors,
Provincial and District Directors and
health management teams,

Provincial and district health records and
information offices

Hospitals and health facilities from all
provinces and several districts

6 CDC/PEPFAR-supported facilities with
existing EPMS; include: academic, faith-based,
non-governmental and public sector facilities

Pre-assessment - 13 sites

Formal Assessment of EMRs at 23 health
facilities managed by different authorities
Reviewed software supported by diverse mix
of partners, including the private sector.
Atleast 2 Representative sites per EMR

Geographical
Coverage

Over 100 respondents from > 40 institutions:

MOH Heads of departments and divisions,
programme managers, government
parastatals (KEMRI, NHIF, KEMSA), Provincial
Directors, District Directors and Health
Management Teams,

Hospitals and health facilities from all

23 staff interviewed including nurses, clinicians
and program administrators from 6 sites:

1.
2.
3.

Eastern Deanery (EDARP)

BOMU and New York University (Mombasa)
Gatundu District Hospital and Columbia
University (ICAP)

Lumumba Clinic and Univ of California, San

Total 23 respondent sites with existing EMRs:

1.

oA WN

Moi Teaching and Referral Hospital
Mosoriot HC

Lumumba HC

Kendu bay Hospital

Kijabe Hospital

Eastern Deanery
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HMIS

CDC

NASCOP

provinces and several districts
e Software vendors

Francisco
5. Nazareth Hospital and AIDS Relief
6. Kenyatta National Hospital/Univ of Nairobi

Mariakani DH
Thika DH
Nyeri PGH
. Nyahururu DH
. Tenwek H
. Mbagathi DH
. Sauri HC
. Kaplong
. Kericho — Rockerfeller
. Kikuyu Hospital
. Kwale
. KNH
. Nairobi Hospital
. Avenue Hospital
. Guru Nanak Hospital
. Gertrudes Hospital
. Coptic Hospital

Data collection
methods

e Literature review,

e Structured questionnaire (43 questions),

e Face to face interviews,

e Focus group discussions,

e Observation (ICT, infrastructure, human
capacity and record keeping),
Software review and audit techniques

e SWOT analysis on policy, strategy,
human resources, ICT, data collection,
and software

Pre-defined instruments comprising about 50

questions:

e Pre-visit questionnaire for some basic
information

e Data Quality Assessment Form (data
manager, database administrator or data
clerk): data collection instruments, SOPs,
data completeness, validity and reliability)

o Staff Interview Instrument (Clinician,
Nursing Staff, Administrator): demographic,
patient load, patient information system,
confidentiality and information security, and
training

e Database reviews

Comprised of the following:

Literature review

Pre-assessment - to determine the status on
the ground; preliminary results discussed in
a stakeholders forum

Formal Assessment - comprehensive tool
administered via interviews(data entry clerk,
clinician and data manager) and system
evaluation (both front end, and the back end)
Post assessment review
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HMIS

CDC

NASCOP

e Observation (time spent on specific
procedures by patients and providers)

e Data entry/analysis with SPSS version

17.0.

¢ Dry run for conformance to data quality

Not described

Preliminary team debriefing to capture
subjective findings for all EMRS, plus general
issues not picked by questionnaire

standards. o Consolidated findings on specific EMRS from
Data Analysis e Results summarized in tables and charts multiple sites, and correlated data with the
for review and drawing recommendations specific EMR technical team from the partner
organisations supporting them
e (Quantitative data keyed into SPSS v11.0 and
objective assessment done across EMRs
Assessment tool captured the following: Key software attributes assessed include: Assessed the following:
A. General (respondent profile) 1. Sustainability 1. General information
B. Policy, organization, institutional 2. Size of user base 2. Support for CCC blue card data set (MOH
view 3. Support 257)
C. HMIS software 4. Quality 3. Support for general EMR features
EMRS D. Existing ICT infrastructure 5. Functionality 4. System Architecture
assessment E. Human resource capacity 6. Stability 5. MOH reporting capability
areas F. ICT/Data management staff 7. Expandability 6. Hardware requirements
G. General (challenges and 8. Resource required to implement and use 7. ICT Management
recommendations) 8. Disaster prevention and recovery
management
9. Security related issues

10. Technical support

|Page 9




Summary of Key Findings from the Assessments

EMR Software

The three assessments identified a total 33 different software applications currently being
used within the health sector. These applications varied widely in terms of duration in
existence (HMIS assessment: 1 to 19 years; NASCOP assessment: 1-4 years), and
functionality (patient management, hospital management, data analysis and reporting). Only
24 software applications had something to do with clinical care, of which 6 were specifically
designed for HIV/ART care. Most were MS Windows based, with an MS-Access database
platform and not connected to other systems. Only 5 of the assessed systems were web-
based. The following software applications were captured by at least 2 of the 3
assessments: AMRS, IQCare, Care 2000, Kwale Reporting system, EDAP system from ICAP
and Integra. A majority of applications were serving individual patient and program needs at
1 to 2 sites, with only AMRS and IQCare being used in multiple sites and countries.

Finally, all assessments reported that technical support for users of EMRs was generally
weak, possibly due to lack of technical know-how within local institutions (i.e. know-how
resided within the partner that supported its development and installation and had not been
transferred to local institutions.) Similarly, resources and SOPs for data quality audits and
supervision were not in place in most of EMR sites. This, of course, leads to questions
regarding the widespread replication and sustainability of any of these systems.



Table 2: Summary of EMR Systems Assessed

AMRS APHIA 1l Coast 1Q care EDAP EDMS FUCHIA Care 2000
Version Change Sites on different 2 updates on the Semi-annually (4 3 updates, no 1 upgrade, No upgrade, no 1 upgrade, proper
versions, 4 software since so far, consistent specific timeframe | consistent versions | specific timeframe | version control,
upgrades since inception. No versions across set for next across sites; no for next upgrade specific
2006. No timeframe set for sites version; specific timeframe timeframes for
timeframe for next version. inconsistent for next release
release of versions | Consistent across versions at various | assessment
sites sites
Number of sites 3 (1 of the 12 40 6 12 1 2
installed in Kenya | installation sites
supports over 40
facilities)
Length of usage 3 years 2 years 3 Years 3 Years 5 years 7 years 4
Source of solution | Donor funded; Donor funded — Donor funded — Donor funded — Donor Funded - Donor Funded - Privately acquired
open source APHIA 1l Coast AIDS Relief Columbia PEPFAR MSF
community University
Clinicians interact | No No No No No No Yes
with system
Other input PDAs None Automated None None None Biometric devices,
devices supported monitoring and integration with
Biometrics equipment
Integration with Laboratory None Laboratory None None None Laboratory,
other systems management management pharmacy and
system system general hospital
management
Source code Source code Source code Source code Source code Source code None Escrow agreement

available/ Escrow
agreement

User assessment
of the systems

Data highly
consistent, timely,
good speed

Easy user interface
and data collection
mechanism,
consistency in
support,
automated daily
backup features
System is stable

user friendly,
simple, high
consistency, can
generate monthly
reports, immediate
system responses
data users: user
friendly, simple,

Data entry: The
system is efficient,
patient profile can
be gotten on one
sheet. Consistency
is maintained.
Completeness and
timeliness of data

No response

User friendly

User friendly, tight
security features




AMRS

APHIA 1l Coast

1Q care

EDAP

EDMS

FUCHIA

Care 2000

high consistency,
can generate past

reports_Data users:

User friendly, good
data collection

is excellent. The
speed of response
is immediate. Data
users are able to
get patients profile

mechanism on one sheet.
Decision makers:
User friendly
System challenges | System limited to System is stable Not all data Computers Delay between Fixed, costs of Cost — prohibitive
catch free text; but only captures elements sometimes crash. data capture and modification for public sector
system sometimes | summaries for captured, Down entry prohibitive facilities
goes down. MoH reporting times and too high
from other and strict security
departments for hinders access
711 generation.
SOPs Yes None documented | Yes None System design None Available
specification,
system
setup/installation,
data collection/
handling,
incomplete forms,
data quality
checks, data
backup/ recovery
and contingency
plans, security and
training.
Compliance with Yes for SNOMED; Drug lists, YES(SNOMED,ICD, None None None LOINC
various naming ICD; LOINC Diagnoses AHFS,LOINC,CPT)
protocols
Computer literacy | Yes Yes Yes Yes Yes Yes Yes

before
introduction of
EMR
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AMRS APHIA 1l Coast 1Q care EDAP EDMS FUCHIA Care 2000
Number of system | 40 directly 1 Varied Varied 23 5 Many — over 100
users through interacting with
reports the system; 45
more indirectly
Training period 10 days for end 1week Data entry Clerks: 4 days to 2 weeks 4 days 2 weeks 5 days
users 1 week, Nurses: 1
day, Doctors: 1 day
IT Persons: 3
weeks, Data
Manager:1 week
Power backup Standby generator | UPS/ Generator UPS and Generator | UPS/ Generator UPS/ Generator UPS/ Generator Generator
facilities connected to the
power supply
(automatic switch
on)
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Clinical Patient Management

Findings from all assessments indicate that data entry from paper based tools for most
EMRs is performed by data clerks based at central data stations, with only two applications
(KQ EMR and Care2000) having interactive clinical modules for direct data entry at points of
care by care providers. In addition, only three of the EMRs (IQCare, KQ EMR) were
interoperable and integrated with other existing electronic systems in other related services
such as the pharmacy. AMRS later (after the assessment) has also been integrated with a
laboratory management information system using LOINC and HL7.

Findings from all assessments indicate that although most EMRs applications were viewed
positively however, users encountered numerous challenges, such as: tedious data capture
forms - with no particular utility to patient management or facility administration, lack of
appropriate clinical reports, lack of a decision support system, lack of clear confidentiality on
patient data and transparency for patient records.



Health Records Management

According to the CDC and NASCOP reports, only AMRS, FUCHIA, APHIA Il Coast and IQCare
had been customized to capture data for the MOH 257 patient card and/or report on at
least 85% of indicators for the MOH 711 reports leading to the need for additional systems
to capture all patient data necessary for care and allow the facility to meet reporting
requirements regarding these services. All assessments identified EMRs as having limited
capability for analysis at facility level, and generating facility based computerized reports;
and that most health information was simply forwarded to higher reporting levels rather than
being consumed at the facility level to improve clinical or facility management decision
making.

Findings from the three assessments also indicate that EMR data quality /uniformity
/comparability was not standardized or assured due to differences in variable definitions
and lack of standard operating procedures for ensuring complete or accurate data entry.
Data security and back up procedures were also observed as poor or inadequate by all
assessments with specific concerns for patient confidentiality specifically expressed by the
CDC assessment. Although the NASCOP assessment identified some SOPs for AMRS and
IQCare, there is uncertainty regarding user compliance. Finally, findings from the three
assessments indicate that professional health records officers and other staff that have
computer literacy or trained in EMR use were few and inadequately deployed (NASCOP
assessment: 1-20 staff per EMRs site, depending on workload; CDC assessment: 2-7
dedicated staff per EMRs). The technical capability to support or modify the systems had
not been transferred to local institutions creating a continuing dependence on external
technical support to maintain the systems’ use. All the ART EMR systems however have a
team of technical staff (developers) who support the system from a centralized place.



Table 4: Hospital HMIS Software Assessed

Software Application area Strength Weakness Platform Length of usage ﬁeegé'?g L
E-Hospital Analysis of patients data | -System Security - -Application flexibility - 4 years 2
Suppliers General ledger | Documentation -Some Application scalability -
extent of usage -User User support -System
friendly integration
Funsoft HMIS ERP - type of system -Modular acquisition - -Windows/ Linux -web nla
Patient records, Local vendor and local based -Postgress
Diagnosis, Lab, support Database
pharmacy, Financials etc
Care2000 — ERP (Nairobi | ERP - type of system -User friendly -Decision -costly (annual licences) - | -Linux, Web — Oracle 3 years 1
Hospital) Financials, Patient making capability - support database -optical fibre
records, Diagnosis, Lab, | Modular acquisition infrastructure
pharmacy, etc
e-Hospital (Gertrudes) ERP - type of system -Modular, integrating all -Windows, Web -MS 3 years 1

Financials, Patient
records, Diagnosis, Lab,
pharmacy, etc

Hospital functions and
satellite clinics

Access /SQL database -
Visual Basic Front-end -
optical fibre infrastructure

! Key:

1. The software is serving the intended need.
2. The software is partly serving the need but has some limitation/shortcomings in e.g. flexibility, adaptability, reporting.
3. The software is not serving the need
n/a. System was not evaluated




Serving the

Software Application area Strength Weakness Platform Length of usage need 1
Univ. of Nairobi Health Patient info, -In house developed Oracle Database, web 2 years 1
Service MIS (UHS MIS) consultations, pharmacy | (UoN ICT Centre), and client-server
stocks, reporting, technical support, User interface
friendly, networked -
innovative power supply
usage
CARE KE Patient records, -User friendly -networked | -lack of integration with -Windows Based 1 year 1
Diagnosis, Lab, existing systems
pharmacy, etc
ERP Systems
LMIS (Kemsa) Drug logistics -Supply -poor connectivity Web-based system 2
chain management
NAVISION (Kemsa) ERP -Currently under -Currently under -Windows Based 2 years 2
implementation Implementation
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Data Collection and Reporting Systems

A number of systems have been created to facilitate the collection and reporting of required
data in aggregate form as required by MoH and its various programmes. These systems do
not reach to the patient level but utilize tools and methods to capture a subset of patient
data, transform them into defined indicators and facilitate the transmission/reporting of the
values of those indicators from the facility to the district, provincial and national levels. Along
this route of transmission, the indicators may be aggregated further at each level. These
systems have been developed independently over a period of many years and there are no
common or open standards to allow them to be necessarily compared or their results
integrated. Efforts within HMIS are underway to create the necessary standards, guidelines
and systems platforms to harmonize these various reporting tools.

The ART programme (as well as all other NASCOP HIV/AIDS programmes) requires that
service delivery facilities report on a set of defined indicators of programme performance
(including clinical results). It is clear therefore, that EMR systems in use in Kenya must be
capable of capturing necessary data, aggregating data to calculate values for required
indicators and transmit those values in a format compatible with reporting and transmission
systems in use. From the assessment reports these linkages to the reporting and
transmission systems is unclear. Many generate values for indicators which are then
manually copied to MS Excel or paper version of the necessary reports (Forms 711
especially) and these reported then sent physically to the next level. It is clear that the
development of standards and guidelines for EMRs must address the issue of the system’s
messaging standards and interoperability with reporting systems and their requirements,
standards and guidelines as defined by HMIS.



Table 5: Summary of Data Collection and Reporting Software Assessed

Software Application area Strength Weakness Platform Length of usage ﬁ:;‘é”;‘g (72
FTP -MOH 711 -MOH105 - -Used in 149 districts - -Depends on internet/ -Windows Based - 1 year 1
MOH705 A -MOH705B - | Accessible -High any connectivity - Not Spread sheet based
MOH7110 -Immunization | proficiency of users - able to accommodate
A&B Wide extent of usage - large data for a long
Application is scalable period
(to new sites) -Secure
system - limited user
support - fairly User
friendly -Dashboard
feature
Clarion In-patient data -Supports vertical data - -DOS Based -Old 19 years 3
Extent of usage -secure database
System
-User unfriendly (DOS
based) -No maintenance
Epi data (DDSR) -Data entry -Accessible -Fair Extent | -Application flexibility - Windows Based 1 year 2

of usage -Application is
scalable

Lacks technical support -
System security

22 Key:

1. The software is serving the intended need.
2. The software is partly serving the need but has some limitation/shortcomings in e.g. flexibility, adaptability, reporting.
3. The software is not serving the need
n/a. System was not evaluated




Software Application area Strength Weakness Platform Length of usage ﬁgg\éﬂ;g 172
Epi data (NASCOP) -Data entry - Accessible -Fair Extent | -Unable to do analysis - | Windows Based 2
of usage -Applicationis | Application flexibility -
scalable Lacks technical support -
System security
Health Mapper Displays maps of region | - User friendly - -lack of up-todate on new | Windows Based 6 years 2
in Kenya and Accessible - Good for administrative regions -
infrastructures decision making — visual | external data integration
Presentation of trends not possible -Lacks
analysis technical support
NASCOP Access/Excel | District reports, - User friendly -Lack of integration with | Windows Based MS 1
Spreadsheet Summary of Clients, other systems Access database MS
National parameters for Excel spreadsheet
HIV
Epi Survey (PDA) Data entry - User friendly - expensive PDAs -Lacks | Windows Based 6 years 2
technical support -not
updated
CSpro Data Entry -User friendly - Windows Based 11 years 2
Accessible -Wide extent
of usage -System
integrates with others -
System supports vertical
data
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Software Application area Strength Weakness Platform Length of usage ﬁgg\g?g 172
CBHMIS (AMREF) -Community health and -User friendly -Supports | -connectivity - -Windows Based -MS 4 years 1
related information and vertical data -System documentation - 3 pilot SQl database
Facility data Security sites
Kwale Model -Elaborate system used | -User friendly -Scalable - | -lack of technical support | -Windows -Web-based 4 years 1
in Coast province -Data | Interoperable -Flexible - | -lack of user support
capture -Outpatient Accessible
Morbidity -Facility
workload -Chanis -
Immunization
CBHIS (Aga Khan) Community based health | -household -Support -Windows Based 2
information system characteristics -
immunization & morbidity
Health CIS (KNH) Health records Finance | -User friendly -System not fully -Windows Based 2
Pharmacy implemented Networked -Foxpro
Database
Phones4Health -Elaborate Modular Being developed — not Being developed - not Web, Multichannel SQL n/a
software for data implemented implemented
collection and reporting
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Infrastructure and Hardware

Inadequate infrastructure for ongoing EMRs data management, and secure storage of
equipment and health records was reported by all assessments. Absence of electronic
security at all sites was reported by the NASCOP assessment, while frequent interruptions or
non-existence of electricity in many institutions was cited by the HMIS and NASCOP
assessment reports, with some sites relying on UPS or generators for power back up.

Inadequate ICT management support was also an issue at facility, field health records
offices and HQ levels. According to the CDC and HMIS assessments, some sites rely on
external ICT support (from Nairobi or US-based headquarters or other vendor). The CDC
assessment revealed 5 IT staff at central level for a single EMR, and a 1/300 to 1/3,000 IT
staff per patients ratio; while the AMRS was relying on open source community for internet
based software support and a local implementation team.

For connectivity, it was noted that most facilities in which the EMRs run did not have a Local
Area Network in place, or an internet connectivity setup.

Governance and Regulatory Environment

All assessments reported that existing EMRs were either donor funded or private initiatives.
The HMIS assessment also highlighted the absence of supportive policies and regulation for
health information systems to ensure appropriate regulatory oversight, definition of
standards and enforcement of SOPs for data security. There was no indication that current
systems have been developed to conform to national policies and guidelines regarding
health information.

Table 6 below summarizes and highlights findings across the three independent EMR
assessments.



Table 6: Summary of Key Findings

HMIS

cDC

NASCOP

Remarks

General
Software
characteristics

e Multiple software used by health
sector

e Most software concentrated in
Nairobi where many departments,
divisions, programmes, projects and
stakeholders are located

e FIS and FTP widely available, unlike
other software limited to individual
public and private institutions,
programs & sites

e Apart from ERPs, most stand alone,
not inter-operable nor scalable

e Most EMRs serve individual program
needs, rather than of HMIS and
health sector at large

e Most software/systems acquired
and sustained via donations and
programmes

e Fragmented (non-integrating)

software systems;

o Limited financial & technical
capacity for connectivity between
districts and HMIS HQ

o Lack of open data standards

e Non-client driven systems

e All 6 facilities use a different EPMS.

Some EPMS developed & used in
many countries

e Other EPMS are home-grown or

self-developed systems, or systems
with a limited user base.

o All systems Windows-based, with

some database applications
running on open source tools.

e Database used either Microsoft

Access or SQL server (MS SQL
Server).

0
o

<o

<

<

s

"

s

Most software Windows-based with
30% being platform independent
75% of systems support web
interface
Majority able to interface with other
software
Varied compliance to industry
security standards 52-100% (lowest
APHIA 1l Coast and EDMS)
Support of desired EMR features for
future upgrade: ICAP and EDMS: <
40%; IQCare and APHIA Il Coast >
70%
Most ART EMRs installed in more
than 1 site:
IQCare most widely used system,
worldwide; 40 sites in Kenya
ICAP and EDMS each at 12 sites.
Fuchia only at Mbagathi
AMRS used in multiple countries,
with over 30 sites (3 sites in

Kenya)

e Multiple software for

health sector

e Most software

windows based

e 5/30 web-based
e Great variation due to

lack of standards

e Some software multi-

country or multi-site

Range of EMR
systems
captured

Total captured= 25 systems:

i. Patient Management Software
(MIAS, CCC, SCPL, Kwale Model,
ARMS, KQ)

ii. Hospital HMIS Software /ERP
Systems (E-Hospital, CARE KE,
Funsoft HMIS, Care2000 ERP, e-
Hospital, UHS MIS)

Total = 6 Electronic Patient
Monitoring systems:

i. AMRS

ii. IQCare
iii.  ICAP tool

iv. Others —not specified

Total = 12 Electronic Medical
Recording systems:

General EMRS (Mosoriot, KQ, Care
2000)

ART-specific EMRS (AMRS, 1QCare,
APHIA Il Coast, EDMS, C-PAD,
Fuchia)

Reporting tools (Kwale Reporting

Total 33 software
captured:

e 24/33 are EMRs
e 6/33 are HIV/ART

specific




HMIS

cDC

NASCOP

Remarks

tool, Teleform, and KPMS)

Other Software

External/non-health sector
Software (Civil registration, ID,
IPRS, passport and border control,
Redatam, KNBS Toolkit, CS Pro,
LMIS, NAVISION)

Data Analysis Software (DDSR,
National Epidata manager, SPSS,
Integra)
Administration/Management
Software (FIS & Cash Register,
STAT, WHO System, Nursing
workforce IS, Health CIS, NHIF)
Data Collection and Reporting
Software (FTP, Clarion, DDSR,
NASCOP Epi Data and
Access/Excel, Health Mapper, Epi
Survey, CS Pro, CBHMIS, Kwale
Model, CBHIS, Health CIS,
Phones4Health)

N/A

N/A

Wide range of other
software used for
administration,
management, data
collection, analysis and
reporting

Software
specific
features

Most software Windows-based; 2
were DOS-based (Clarion, FIS)
Most have MS-Access platforms;
MS SQL for: AMREF CHMIS,
Phones4Health, e-Health
Existence of software between 1
and > 10 years (CS Pro, Integra,
Clarion)

Strengths include access

System assessment found a wide
variation in EPMS capacity and
functionality.

e Users of problematic systems were
actively seeking solutions.

o Facilities use variety of software
packages yet none able to
automatically generate all desired
reports e.g. PEPFAR reports,
registers, and facility-management
reports.

o All facilities using MSH pharmacy
management software.

e No links between clinical patient

Existence of EMRs varies between 1-
4 years: IQCare, ICAP, APHIA Il Coast,
AMRS — MVI, AMRS — Lumumba H/C.
2-4 yrs: AMRS, KQ, CMS, Care2000,
Fuchia. Integra at Kikuyu hospital
oldest;

AMRS upgraded 4 versions; other
EMRs updated at least twice since
installation. Some sites never
upgraded original software

General EMR limited to 1-2
institutions by cost

All EMRs donor funded or private
proprietorship

Wide variation in
existing EMRs in terms
of duration, coverage,
functionality, database
platforms, level of
user interaction,
linkages with other
software and upgrade
capability

Lack of technical
support to facilitate
EMRS functioning
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HMIS

cDC

NASCOP

Remarks

monitoring software with other
systems (e.g. drugs or lab
information system)

No site used interactive data entry
during patient encounter

No data entry by clinicians for ART
EMRs;

KQ EMR & Care2000 have
interactive clinician modules
IQCare being integrated with
existing facility management
systems during assessment period
KQ EMR is fully integrated with
Pharmacy and Laboratory modules
All ART EMR systems have source
code or a clear escrow agreement in
place for systems upgrade; while
private sector EMRs have upgrade/
maintenance contract with vendors

Health Records
Management

Culture of data use for decision
support not widespread

Lack of data ownership;

Poor quality reporting due to
excessive work load;

Lack of data quality assurance

Lack of feedback mechanism

Poor data storage and utilization for
decision making in some cases;
Limited capacity for information use
and dissemination

Lack of data sharing and immediate
feedback in reporting process;
Partial health data reporting in the
health sector;

Harmonized data collection and
reporting tools and minimum health
datasets and indicators defined but
not comprehensive

All EPMS based on paper-forms.
Variety of paper based tools: 2/6
used MOH 257, 1/6 used additional
form; 4/6 facilities used own forms
Total forms/facility: 1-11; total
registers: 1-5

Inconsistency in variable definition
between various EPMS

Inability to differentiate if missing
data due to data entry failure or
unavailability of data

Varying levels of complete
information for some variables: TB
status, WHO stage, HIV test date,
vital signs

At all sites data clerks follow-up
clinicians, nurses or pharmacists for
missing data on paper forms

Some sites cross-check treatment
start date, with registers, pharmacy

Over 90% of MOH 257 indicators
captured by all EMRS.

Poor/no data verification standards
integrated in system design
Inconsistency in variable definitions
No SOPs in data management (on
data entry, data cleaning, data
analysis, and data presentation)

No EMRs complies with international
naming (e.g. SNOMED, ICD-9CM,
AHFS and messaging standards (HL7)
Only APHIA Il Coast & ICAP EMRs
adhere to MOH 257 minimum
dataset at 100%

Private EMR applications not
tailored to capture ART
indicators(Integra and Care2000)
Ability of EMRs to capture and
produce data on indicators for MOH
711 varies: 100% for AMRS, FUCHIA,

Few EMRS in public
facilities capture
minimum dataset
based on MOH 257
Data quality not
assured

No SOPs for data
verification

EMRS variable
definitions
inconsistent

Use of paper based
tools not standardized
with parallel reporting
EMRS not contributing
to enhanced data
sharing, upward
reporting nor decision-
making

Some EMRS able to
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HMIS

cDC

NASCOP

Remarks

Poor distribution of integrated data
tools

Multiple and parallel data collection
and formats

Lack of protocols for data
ownership, sharing & use

Multiple reporting channels
Shortage of qualified HRIOs at all
levels with low ICT skills proficiency
and poor scheme of service

Limited resources for supervision
and data quality audits

Poor data security and backup
procedures

and lab records

Most EPMS use “must-enter” fields
for critical data entry (patient ID,
name, sex, visit date).

Some systems performed range
checks (vital signs and CD4 count)
All sites collected patient data on
paper then electronic data entry in
batch-mode.

All sites report to both PEPFAR &
Kenya MOH

Most sites simply forward
aggregate information to higher
level. Local data use minimal.

No one to run queries as needed;
Most EPMS generated individual
reports; no EPMS generated all
routine reports.

1/6 facility relied on Nairobi office
to generate routine reports

Data security & confidentiality not
addressed adequately by facilities

APHIA II; IQCare at 85%, and 57% for
ICAP.

Some EMRs (CARE 2000, INTEGRA)
don’t support MOH reports.

Data entry by record clerks

Little or no interaction of EMR
system with other decision makers
(data managers and clinicians)

Little or no utility of collected
information at the source facility
Dual process in reporting — one to
donors and the other to HMIS

All EMRs support crystal reports;
63% support other types of reports
to access data via ODBC connectivity
Data managers receive reports
generated by EMR for interpretation
and reporting;

Poor EMRs technical know-how and
mechanisms for technical support
AMRS 92% data security compliant,
while APHIA Il coast was least
compliant (52%)

Total staff interacting with EMRs 1-
12 based on data captured; MTRH
had > 20 clerks and most other
facilities with 1 data entry clerk
50% staff using EMRs had prior
exposure to computers, while
remainder were computer illiterate
before EMR introduction

EMR training varied from 0 to 3 wks
Some successful EMRS sites had an
‘EMR Champion’ that ensured

generate some reports
either directly or via
HQ;

Limited local data
consumption for most
sites

Inadequate data
security and back-up
systems

Shortage of skilled
staff for health records
management at all
levels

Prior computer
literacy limited Varied
number of EMRS data
clerks per facility
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HMIS CcDC NASCOP Remarks
successful implementation.
Infrastructure ® 66% respondents perceived desk e Infrastructure a concern, especially | Various challenges identified, e.g.: Inadequate

and Hardware

space, equipment and file storage
space for data management as poor
or non-existent

Poor state of data entry room
Increased resources for computers
Inadequate allocation of PCs,
laptops, printers at all levels

No procurement standards —some
donated equipment obsolete
Limited use of PDAs for data
collection

Some districts using GPRS phones
for FTP

Lack or limited use of mobile
phones for data management
HRIOs use cyber café’s at own cost
E-mail mainly for file transfer on
FTP, communicating with HQ and
board members, plus data
Inadequate servers and connectivity
Poor state of HQ server room

Lack of technical ICT capacity at HQ
and field Health Records offices;
reliance on external support

No guidelines on use of ICT
equipment

Limited ICT support or maintenance
of equipment

ICT maintenance sub- standard
Electrical power non-existent in
some centers

as facilities become larger
Total computers used per site
ranged from a 1-10 for data entry
and report generation
e System development,
enhancement and debugging for
some sites by partner HQ office in
Nairobi or US
e Two facilities had access to the
internet via local area network.
These facilities had adequate
protection through the use of a
firewall. One facility had local area
network, but without access to the
internet.
o Daily network interruption. 3
facilities had no network
o Data clerks and data managers lack
ICT technical know how
On-site information technology (IT)
staff for EPMS maintenance varies
from 2 to 7 people .
Of EPMS being used in other
countries, one system had 5 central
level IT staff responsible for
development, enhancement, bug
fixes and user support.
An open source EPMS gets free
software support via internet
e Estimated number of dedicated IT
staff per facility ranges from: 1 per
300 patients to 1 per 3,000

e Limited hardware support,

e Poor connectivity for sending
reports, and networking for sharing
workload and reports with other
users within facilities

e Security for ICT equipment largely
physical via burglar proofed rooms.
Electronic security not present.

e However, stand alone systems had
adequate hardware (Pentium 1V)

e Inadequate distribution of PCs,
laptops and printers

e Lack of replacement procedures for
faulty parts/ equipment

e Low specifications for equipment
may not handle high ART client load

e Local area networks with centralised
server at larger facilities (e.g. MTRH,
Nairobi Hospital and Kijabe) had
poor ICT support & EMRs downtimes
which affect data capture

e Varied ICT compliance: 100% for
IQCare, AMRS, Integra, Care2000
while EDMS, APHIA Il Coast, ICAP
only 6-39%

e Weak communication setups, with
the main modality of communication
being via emails

e Most institutions experienced power
outages, and relied on UPS or/ and
generator for power backup

infrastructure for
EMRS by all reports:
space for data entry
room, hardware
support, connectivity,
networking
Inadequate PCs,
laptops, printers

No standards for
procurement

Poor maintenance
No/limited use of
mobile technology for
data transmission
Lack of ICT
management capacity
and support
Inadequate servers
and connectivity
Frequent electricity
interruptions or non-
existent

IT staff coverage for
EMRS low at facility
level
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HMIS

cDC

NASCOP

Remarks

Clinical Patient
Management

o Lack of open data standards and the
Database for integration and
interoperability

e Use of inadequately trained nurses

as health records and information
personnel;

No integration or interoperability
noted in all sites assessed.

e Suggested that pharmacy and lab
modules be integrated with EPMS

e No interoperability noted at all

e |Integration in the private EMRs,

e Ongoing integration efforts with
IQCare at Kijabe

e AMRS integrated with a LIMS at
MTRH.

Only a few EMRS have
integrated with lab
and pharmacy
modules

User perception

e Most stakeholders positive about
HMIS FTP due to improved
communication and
timeliness/access to data.

e Incomplete information acquisition
due to lack of new data capture
tools, poor connectivity, delayed
financial disbursement

o Conflict of interest due to multiple
donor systems

e HMIS not linked to M&E system

e Limited human and financial
resources to sustain use

o UNICEF will support CBHMIS

e HMIS ready to fund HMIS

o AMREF plans CBHMIS scale up

[ ]
0

% too much time spent completing
forms,

+» duplication of data collection,

% lack of access to EPMS data;

«» limited access to electronic

system due to centralized

location, system crashes, or

drops in available power

Generally positive in terms of
potential to produce standardized
required reports quickly,
assessment of patient load,
tracking of defaulters, and as back-
up for paper based medical records
Cited issues:

e Positive, especially after >6 months
of use, with automated production
of reports

e ‘Stigmatized’ as the ART EMR, with
the other facility staff wanting
nothing to do with it

e Suggested better facility based
analysis to improve on acceptability

e Suggested extended functionality to
cover other facility data capture and
reporting needs to reduce the
stigma.

Generally positive
perception regarding
potential EMRS
benefits

Excessive work load
for health records due
to staff shortage

Governance
and Regulatory
Environment

e Lack of a clear policy and regulatory
oversight on health data and
information, etc.

e Lack of data and software standards
and clearing/vetting house

e No HIV Policy or Strategic Plan (as
yet)

e SOPs generally weak

e Awaits HMIS HIS policy, but

issues of confidentiality and data
security were considered key.

e  Some facilities had no SOPs

whereas others had a very
comprehensive set of SOPs.

e |n facilities with SOPs, not clear if

they were being used by staff

e Awaits HMIS HIS policy, but issues of
standard operating procedures, and
data confidentiality and security
considered core.

e SOPs for EMR design and
development, deployment, usage,
security, backup and data exchange
lacking for almost all EMRs except
IQCare and Open MRS

No HMIS HIS policy on
regulatory oversight,
minimum standards,
SOPs, data security
Lack of SOPs for
majority of EMRS
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o Very weak specific procedures on
system technical support and data

|Page 29



Summary of General Recommendations from the Individual Assessments

In response to critical issues regarding existing EMRs and the current health care system,
the following key recommendations were drawn from the three EMR assessment reports:

EMR Software

Rather than creating a new EMRS software, the following four applications were considered
as suitable for future upgrade and scale up by the CDC and NASCOP assessments for
various reasons: the AMRS and IQCare were recommended for large sites by both
assessments; for smaller ART sites using the MOH recording and reporting tools the APHIA II
Coast EMR was recommended by the NASCOP assessment while the CDC assessment
recommended the ICAP software. It is important to note that despite identifying the greatest
number of applications, the HMIS assessment did not consider any EMRs as appropriate for
future scale up.

The following key features were considered as vital to facilitate appropriate design and
smooth functioning of selected EMRs: EMRS architecture based on recognized international
technical standards; tailored to MOH and other user needs; integration and interoperability
with other existing EMRs (e.g. for pharmacy and laboratory); a user friendly graphical user
interface (GUI); web-based connectivity and technical support for easy system upgrading and
scale up; cross platform that accommodates multiple operating systems; plus an integrated
automated report writing capability. The need for standard operating procedures for the
EMRs design and development, deployment, usage, security, backup and data exchange
was also underscored by all assessments.

Clinical Patient Management

Developing competency with the EMR system among clinical providers at facility levels was
recommended by all assessments, while the NASCOP assessment recommended the
establishment of standards for clinical patient management. In addition to alignment of
EMR form design according to desired clinical functions (OPD, IPD) and patient flow the
assessments also recommended that any/all EMR must adequately enforce confidentiality
and patient information security within daily clinical care activities.

Health Records Management

In addition to advocating for standard MOH data capture tools, a minimum data set with
open standards and compliance to international coding systems (e.g. SNOMED-systematic
nomenclature of medicine Clinical terms), Diagnoses (e.g. ICD-9CM) were underscored by all
assessments. Standard operating procedures for data recording and retrieval, with regular
quality audits will improve the reliability of data while promoting local use of data at facility
and higher levels for achieving the ultimate benefits of EMRs.

In addition to demanding for more privacy and confidentiality of paper based and electronic
patient records through SOP development and training, the need for ensuring secure data
transmission was recommended by all assessments. Encrypting and anonymizing of patient
data, enforcing SOPs for restricted data access and usage plus adopting of HL7 messaging
standards of data were among suggested ways for maintaining data security during
transmission. A central repository or data warehouse at district or higher levels was



recommended by all assessments plus regular and automated data back-up at various
levels and guidelines for data recovery.

Finally, all assessments recommend the development of EMR competency among all data
entry clerks and health records information officers at facility to provincial levels. A better
scheme of service and deployment of HRIOs was recommended by the HMIS assessment to
foster motivated and thereby improved reporting rates, and quality of reporting through
targeted trainings.

Infrastructure and Hardware

All assessments recommended the provision of essential computer and communication
equipment for multichannel access (e.g. mobile phones, PDAs) according to identified needs
and workload of target health facilities. The HMIS assessment also recommended
strengthening of district health records offices and more staff with ICT skills for technical
support.

Governance and Regulatory Environment

Finally to facilitate smooth EMRs development and implementation, the HMIS and NASCOP
assessments recommended appropriate governance for EMRs through supportive policies
and establishment and enforcement of national standards for EMRS. All assessments also
highlighted the need for effective regulatory mechanisms for future version control to ensure
data integration between different versions and/ or concurrent upgrades, adequate financial
and technical support were essential for gradual adaptation and scale up of selected EMRs.

The Key recommendations from the individual assessments are summarized in Table 7
below.

|Page 31



Table 7: Summary of Key Conclusions and Recommendations from the Assessments

HMIS

cDC

NASCOP

Conclusion

Recommended
Approach

Develop effective and nationally
enforceable data & information policy,
regulation, standards and protocols
Use open standards by all systems for
interoperability and sharing of data
between various types of software
Integrate HMIS system from
community to national level based on
“Kenya model” i.e. partly open source,
partly software acquisition

Undertake data quality audit before
introducing integrated system
Strengthen HMIS (ICT, connectivity,
funding, supervision, data repository)
Capacity building (ICT, HRIO, data
analysis, clinical team, pre-service)
Acquisition options for HMIS system,
strengthening HMIS

HMIS Conceptual Model of integrated
HMIS system at 3 levels: facility,
hospital ERP & national reporting,

Consider adapting rather than creating
new software

EPMS systems based on recognized
international technical standards

Identify EMR champions early in the
implementation phases, so they can
make the system a success.

There is need for a comprehensive
national minimum data set
(metadata), and a clear data
exchange protocol, in case more
than one system will be upscaled.
Define and recommend minimum
standards in EMR features,
supporting infrastructure plus
communication and messaging
Scale up the recommended EMRs to
meet the national standards
Establish National SOPs that can be
adopted for each of the EMRs.

Key recommendations:
e Adoption of standards

Approved EMRs
software

Community: AMREF CBHMIS,
District HRIO: FTP (EXCEL), FIS
Health facility: None; requires a fully
scoped facility management system
(two levels: smaller for levels one to
three and full hospital management
system for larger facilities)

3 EPMS considered as suitable for ART

facilities in

Kenya based on prior

technical assessment of target facilities,
appropriate information capture, and
key stakeholder buy-in:

AMRS for large sites with complex
data needs including non-HIV
(multicountry presence, increasing
uptake, free support, high quality,
good data model, stable and
expandable)

IQCare for large sites with complex
data needs but focused on HIV (multi-

IQCare rated as top software based
on technical and non-technical
features and having largest number
of installations

AMRS —open source system used at
MTRH

IQCare and AMRS recommended for
medium to large ART sites

APHIA 1l Coast for small facilities
targeting ART care and MOH
reporting; subject to improved ICT
management and security system

e 4 types of EMRS may be
suitable and scalable

e Ensure minimum
standards then evaluate
EMRS against standards
or expectations




HMIS

CcDC

NASCOP

Conclusion

country presence and users, high
quality, good data model, stable,
expandable, well documented)

ICAP for smaller sites with minimum
data needs, restricted to MoH ART
guidelines (simple to use, supports
MOH tool, high quality, well
documented)

For facilities using other EPMS, need
to monitor if system meeting needs,
has many problems or is non-
functional. Then, either fix to meet
needs, abandon or adapt one of
recommended EPMS

EMRS Software
requirements

Tailor software TOR to desired
functions (OPD, IPD, finance/admin,
logistics, asset management) and
reporting needs (may vary by level)
Software standards: accessibility,
integration, inter-operability,
maintainable, regulatory process
Approved integrated HMIS software
should incorporate CBHMIS;

A suitable software architecture
comprising a three-tier system based
on new conceptual model (open
architecture);

Software application provide interface
for recording, querying and reporting
User friendly graphical interface
Configuration tools to define users,
data parameters

Elaborate security mechanism to
prevent unauthorized use

System design (form design) to reflect
the clinic patient flow

All EPMS to be developed on
recognized international standards
Facility EMR requirements determined
by appropriate experts
Confidentiality and appropriate
technical training necessary
Conformance to specific guidelines as
outlined in UNAIDS manuals
Integrated system to avoid usage of
multiple systems (i.e. integrate
pharmacy module with, lab
management information system)

Definition of minimum national
standards to be met by all EMRS
Cautious approach to future
upgrades and version control as
systems evolve

Need for comprehensive national
minimum data set and data
exchange protocol where multiple
EMRs will be scaled-up

Easily available platform, familiar to
users would be preferred

An intuitive graphical user interface
Secure log in and data security
protocol

A system that is easily customizable
by authorised personnel without
affecting the underlying architecture
Web-server based for platform
independence, easy updating by
central level and future roll out.

Key recommendations:

Definition and
adoption of EMR
standards

User friendly graphical
interface

Restrict access to
authorized users
Appropriate
architecture
Web-based user
interface

EMRS Integration with
pharmacy, laboratory
and HMIS information
systems
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HMIS

CcDC

NASCOP

Conclusion

Support cross-platform for multiple
operating system including Windows,
UNIX, LINUX

Tools for posting output reports on
web

Support to client-server architecture
and distributed computing

Database platform independent
On-line and context sensitive help
Basic analysis capability and must

integrate with statistical and reporting

tools such as SPSS, SAS.

Open Data standards to facilitate data
integration and interoperability;
Integration and interoperability via
modular design (HIS/MIS/External
data/Modelling e.g. GIS, DSS);

Develop a relational database
management system (RDBMS)
System to be developed on open
standards for interoperability
Integration with Pharmacy systems,
Laboratory Information
management systems and HMIS
reporting system

Communication with a DSS tool
Ability for statistics applications to
extract database information

Clinical Patient
Management

Enhance pre-service nurse skills in
data collection, records and
information management;
Capacity building in health records
and information for other cadres
e.g. nurses and clinicians

Allow interface with other patient
care-related information systems
Integration of patient data to
provide a more comprehensive
view of a patient’s health status
Integrate confidentiality and
information security within daily
clinical care activities and systems

Minimum Clinical patient
management system standards

Health Records
Management

Support open standard e.g. ODBC
Open Data Standards for:

Patient registry/ID

Master facility list

Facility Department codes

Drug codes

District and province codes

Standard patient ID

Standard data capture forms,
methodologies and information
modification possible due to
similarity of workflow within the
clinics.

Each clinic may customize data
collection to environmental,

National guidelines such as the CCC
card and other data capture
registers provided by HMIS
Enforcing SOPs on the EMRs right
from development, to design,
installation, data capture, data
cleaning, data analysis and
transmission formats, data security

Key recommendations:

e Open Data Standards
and codes for minimum
data sets including
Patient ID

e Standardize data
capture tools

e Development and
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HMIS

CcDC

NASCOP

Conclusion

Division, Location, Sub-location
codes

Reporting tools indicators (Indicator
registry)

International code of diseases
Human resource registry
Reporting guidelines and timelines
Data security

Data collection and sharing
protocols

Central repository of data, and
where possible provide storage of
data at district level;

Proper guidelines on handling and
storage of paper files;

Backup, security and disaster
recovery guidelines based on best
practices

Logistical support for DHRIO and
PHRIOs to facilitate and enhance
their supervisory role, etc
Modernization of the KMTC
curriculum for HRIO;

Improve recruitment and rational
deployment of HRIOs at all levels;
Recruit more ICT technical staff for
HMIS Division;

Build capacity via training of HRIOs
(on ICT and data analysis skills, etc);
Review HRIO scheme of service;

technical and staff limitations.

e Standardize capture and storage of
minimum data set to facilitate data
sharing among clinics and partners
and improve data quality

e SOP development and training for
data quality

e Standardized patient ID format

e Standards for EPMS vocabulary and
messaging

e Frequent data backup at facilities

e  Specific data security measures to
be put in place

e Data clerks need additional training
on importance of data quality and
ways to improve the data collection,
storage and use process

and version control

Standardize capture and storage by
minimum dataset for data sharing
Periodic and consistent data system
audits to improve data quality

Open standards on various codes
and naming standards e.g.:
Symptoms (e.g. SNOMED-systematic
nomenclature of medicine Clinical
terms), Diagnoses (e.g. ICD-9CM),
Medications (e.g. AHFS — American
Hospital formulary Service and ATC-
Anatomic therapeutic chemical),
Laboratory Information (e.g. LOINC-
Logical Observation Identifiers
Names and Codes), and Procedure
codes used for billing purposes (e.g.
CPT) and messaging standards (HL7)
Automated data backups at the
facility level, with an option for
remote physical site data backup,
and data warehouse at district and a
data centre at the national level.
Database anonymization/
encryption for storage/transmission
Adherence to confidentiality SOPs

e Need for ‘EMR Champion’ to ensure

successful implementation

Need for appropriate skills profile —
both for data entry team, and the
support team

enforcement of data
related SOPs

e Regular data back up at

facility and higher levels

e Central repository with

option for district level
warehouse

e Capacity building in

records and information
management vital for
facility data entry and
support staff

Infrastructure

e Adequate and secure office space for

better work environment at all levels

To be assessed as scale — up continues,

Dependent on size of facility (number

Key recommendation:
e Provide hardware based
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HMIS

CcDC

NASCOP

Conclusion

and Hardware

and quick retrieval of documents.
Provision of ICT and communication
equipment for district health records
offices, admitting facilities and other
facilities where practicable;
Multi-channel EMR Access for data
transmission: Depending on best fit,
with multi-pronged capacity e.g. Web
enabled support for internet browser
end users, mobile phones, smart
phones, PDAs, personal computers,..
Hardware platform independent

dependent on size of facility

of clients, and services offered)

on facility size and
workload

e Increase data
transmission options via
multi-channel access

Governance
and Regulatory
Environment

RS
o

Development of effective and
nationally enforceable data and
information, policy, regulation,
standards and protocols;
Standard operating procedures clearly
for various EMRS functional areas
Adequate budget allocation to sustain
HMIS activities;
Possible EMR acquisition options: off
the shelve, open source, hybrid,
outsource, develop via software house
Policy to address the following:
Provide standards/guide to all
players
Acquisition of software for use in
health sector
Regulate training in HMIS
Regulate quality of data, linkage
between various levels (include
CBHMIS)
Ownership of software (sanctioned)

HMIS TWG will work with the USG Kenya

team to provide appropriate guidance in
the selection and adaptation process of
appropriate EPMS

e Develop and enforce SOPS for: data
management, security and
confidentiality

e Set up EHR governance body to
implement the standards

e Control of EMRS upgrades and new

version development

e Ensure availability of source code
under an escrow agreement

e Sensitization and individualized
forums with EMR vendors to raise
awareness of standards for
upgrading of EMR applications

e Specific trainings on SOPs to EMR
vendors and EMR users to uphold
the standards for:

0 system design specification,
testing plan, set up/installation,
maintenance and upgrade

O user acceptance tests plan and
results

0 data collection/ handling, data
quality checks, backup/ recovery
and contingency plans, data

EMR regulatory body for
dissemination and
enforcement of standards

Development of numerous
SOPs essential with
training for vendors and
users on EMRS software
development and data
management
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Recommendations and Discussion

By looking across the three assessments, the recommendations made are regarding the way
forward towards the scale up and harmonization of data systems for health services, and
more specifically on ART services to improve patient care, facility and resource management
and policy development and evaluation.

Minimum datasets

Infrastructure

The HMIS division has come up with several registers to record information at
the facility level. These form the minimum datasets. Currently they are
disaggregated per sets of services offered (for instance CCC card, ANC card,
MCH card among others).

Additionally, HMIS also has summary reporting tools which are used
periodically by the facilities to send information to the headquarters.

Both of these sets of tools will form the minimum datasets.

Facilities are expected at a minimum to have computers at each of the critical
stations in order to have the computerization process succeed. These need to
be interconnected with a simple wireless or local area network, for sharing of
computer resources.

There needs to be constant power, supported by a robust generator in the
event of a blackout.

The computers need to be secured by Uninterrupted Power Supply Units, to
both stabilize the power from the mains and act as short term power sources
until the power is up again.

The initiative by the government to connect all its facilities in the country with
fibre optic cable needs to be supported by initiatives from individual facilities
to get into the national connectivity and having necessary routers to link into
the local area network, so that connectivity can be guaranteed between
facility to facility and from the district or province, or from the national HMIS
headquarters.

At the district level, a data warehouse, also acting as a remote backup facility
needs to be put in place.

At the national level, the ministries of health need a data centre to act as the
backup to the district data, and to support the national operations.
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Data sources

Standardized data sources include all the 6 levels of health care provision, right from
the community data sources to the national referral hospitals.

Level 1: Community Health care - The community health care registers

Health facility (Level 2 to 6): Primary data collection tools (registers, cards, patient
files), summary data collection tools (reporting forms).

District level: facility reporting forms - collate, analyze, disseminate and use health
and health related data from all service providers falling under its jurisdiction
Provincial level: collate, analyze, disseminate and use health and health related data
from all districts and health service providers falling under its jurisdiction

National Level: collate, analyze, disseminate and use health and health related data
from districts, provinces and other health service providers not covered by the other
levels.

Human Resources

As specified in the HMIS Policy document, and the HMIS workplan for the period
2009-20413. (Excerpt in the table below).

Table 4.1 Staffing Levels
CADRE Total HR Existing staff | Gap Staff to be
requirements as | currently recruited as per
per staffing the strategic
norms and plan
standards (2009-2013)
Health Records
and
Information
personnel 4882 572 4310 (88.3%) 1550
ICT Officers 235 8 227 (96.6%) 20
Statisticians 221 0 221 (100%) 4
Epidemiologists 12 2 10 3
Public Health
Specialists 4 0 4 1
Health
Economists 2 0 2 1
Total 5356 582 4774 1579
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Ownership

The national recommended facility management framework, Hospital ERP
framework, Integrated HMIS software solution - all shall belong to HMIS, and HMIS
shall drive the process on their roll-out the various parts of the country.

In the same regard, there needs to be a special sub-committee to oversee the
implementation, and to act as custodians of the process. The committee should be
fully represented by the government, the private sector and the implementing and
donor agencies.

Scalability

The solutions recommended, after they have been upgraded to meet the minimum
national standards, shall be scaled to cover all facilities in the country - as a
partnership objective between the government through HMIS and the private entities.
To achieve this, there needs to be a strong sensitization campaign from the HMIS
headquarters through NASCOP for ART services, and directly for the other services to
create awareness across the facilities on the software solutions.

The systems shall be designed to conform to the national EHR framework which will
in turn be periodically reviewed to ensure that it is up to date, relevant and timely to
address issues of data standards and data security, messaging, anonymization and
de-anonymization of data during transmission among others.

National HMIS framework

The representation of the framework below is undergoing various modifications to
reflect the clinical data as a separate entity and actual flow of information, and as
soon as the latest release is available, the same shall be circulated to all
stakeholders:
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This integrated HMIS conceptual model is modular in nature. The HMIS module should
include mortality and morbidity, disease surveillance, patient management (in and out
patient), laboratory management, pharmacy management, programs such as TB, Malaria,
HIV AIDS, immunization, child health, nutrition, reproductive health, mental health,
Ophthalmic services among others.

Management information is captured by other modules such as logistics and supplies,
Human Resource, inventory of equipment and Finance and Accounting functions.

Other modules are external but integral to this HMIS. These include vital registration,
census, demographic surveys, surveillance data, weather and environment. Powerful tools
such as GIS and Decision Support Systems will utilize available data for modeling and aiding
in decision making.

Integration and interoperability is achieved by the use of open data standards and on the
Database. The recommended open standards include the following;:
e Patient registry
Master facility list (Facility Codes)
Facility Department codes
Drug codes
District and Province codes
Constituency, Division, Location, Sub-location codes
Reporting tools indicators (Indicator Registry)
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e International Statistical Classification of Diseases and medical procedures (ICD)
(Disease Codes)

Human Resource database

Reporting guidelines and time-lines

Data security

Data collection, dissemination and management protocols

The multi-channel access refers to the use of appropriate interfaces to the Integrated HMIS.
This includes WAP technology on mobile phones, SMS, via the web, PDA, IVR and standard
PC client.

Software application should provide an interface to the databases for recording, querying,
and reporting. These applications should be able to run on any of the multi-channels
available. For instance, data recording at the district records and information offices would
use a PC as the channel using a specific computer program (the application).

We recommend that health facilities should acquire and implement a system built upon a
function-based model for electronic health records. In order to capture data and automate
the processes at the health facility level, we have drawn up a function-based model of the
features of a computer based health record system.

FUNCTIONALITIES AND REPORTS: HEALTH FACILITY LEVEL
Below is a proposal for a comprehensive model for health care facility. We have identified
the functions (modules) and key data components at the various levels and the reports to be
generated:

Functionalities Reports
1. Patient Registration Reports by aggregates and gender;
2. Outpatient Multi-frequency of reports;
e Visit registration (per visit) Reports such as;
e Financial module e Service workload
e Clerking the patient (history, e Qutpatient morbidity (under 5, over
physical exam) 5)
e Diagnostic module - x-ray, lab, e Immunization
e Diagnosis and prescription e FP
e Pharmacy module e Growth monitoring
e Clinic appointment module - e (Clinics
MCH-FP, surgical, obs-gynae, e QOther routine reports
psychiatry other specialized e Ad hoc reports
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clinics
e (Casualty module
e Clinical Scheduling
(appointment)

Financial reports

Human resource reports
Logistics -supply and distribution
(drugs and medical supplies,
equipment, others)

Daily activity log

Functionalities

Reports

3.

In patient

o Visit registration ( per visit)

e Clerking the patient (history,
physical exam)

Reports by aggregates age and gender;
Multi-frequency of reports;
Reports such as;

Service workload

e admission and discharge e |n Patient morbidity and mortality
e Diagnostic module - x-ray, lab, e OQutpatient morbidity (under 5, over
¢ Diagnosis and prescription 5)
e Pharmacy module e Immunization
e Financial module e FP
e Coding & Indexing of diseases e Growth monitoring

4. Asset management - equipment, e Clinics
vehicles, buildings (facility e Bed occupancy and Average length
inventory) etc of stay (ALOS)

5. General supplies (food, cleaning e Other routine reports
agents etc) e Ad hoc reports

6. Medicines and supplies ( drugs, e Financial reports
dressings , logistics etc) e Human resource reports

7. Financial module backend- o Assets/inventory
budgets(allocations ), expenditure, « Logistics ~supply and distribution

collections and banking, NHIF,
insurance etc

Administration - HR(training,
deployment), planning

(drugs and medical supplies,
equipment, others)

In patient progressive notes
Daily activity log

These functions are generic to any health facility. Depending on the actual capacity and
requirements at respective health facilities, only required functions would be installed. From
the facility various routine and non-routine reports are generated for decision making at the
facility level.

ADDITIONAL SPECIFIC RECOMMENDATIONS FOR ART EMR SYSTEMS
1. Should capture data from all ART care manual tools - Pre-ART register,

ART register, CCC card, Cohort Register,
2. Produce Monthly summary sheet and cohort monthly summary report
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3. Automated production of the HMIS reporting information - e.g. 711 data
in Excel format, for onward transmission to the national level

HMIS REPORTING FRAMEWORK

Depicted below is a framework that depicts how information flows from all the levels to
the national HMIS Central database.

The sources of this information are the summary forms that are filled periodically at the
community and facility level (e.g. the MOH 105, MOH 268, MOH 701A, MOH 701B, MOH
702, MOH 704, MOH 705A, MOH 705B, MOH 710, MOH 711A, MOH 711B, MOH 715,
MOH 717 and MOH 718). The proposed solution should be flexible to accommodate
changes to these forms.

HMIS
Central
DataBase

NATIONAL

r

<
PROVINCIAL / \\

DISTRICT

~diY dod

Electronic

J SN

Surveillance &
EOMMUNILY Research Data

Figure showing Data flow from Facility to National level and integrating external
databases
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Summaries of routine reporting data are then forwarded to the district level, which in turn
collates data from all other facilities before onward transmission to the national level. There
could be situations where data is transmitted directly to the national level from the health
facilities. The district interface needs to have the ability to capture data from the facilities
those with capacity and those without the data capturing capacity, in which the data will be
captured at the district level. The scaling will depend on human resource as well as the
equipment. The CBHMIS data is integrated at the community level. Surveillance data from
sentinel sites and research data should be linked at the district and national levels.

This model based is informed by a top-down and bottom-up approach, whereby information
needs at the lower levels and at the national levels is established and rationalized through a
consultative process within HMIS. The database structure at the national level should allow
access by lower levels for necessary information through the granting of permissions to the
respective officers accordingly, especially the DHRIOs, and PHRIOs for comparison and
review of performance with their counterparts.

At the facility level, the suggested future use of smart cards for patient details nationally can
later be implemented based on the unique patient identification that will be applicable right
from the health facility.

FUNCTIONALITIES AND REPORTS: DISTRICT AND PROVINCIAL/ NATIONAL LEVELS

Functionalities Reports
Aggregation: Level of aggregation and Reports by aggregates and gender;
data/information analysis different for Multi-frequency of reports;
district, province and national levels Reports such as;
e Service workload
e Qutpatient morbidity (under 5, over
5)
e Immunization
e FP
e Growth monitoring
e Clinics- programme reports such as
HIV AIDS, TB, Ophthalmology
o Hospital administrative statistics
e Inpatient morbidity and mortality
e Ad hoc reports
e Financial reports
e Human Resource reports
e Logistics -supply and distribution (
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drugs and medical supplies, others)
Daily activity log

Asset reports e.g. equipment,
ambulances, land

Demographics

Facility list
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PROPOSED INTERIM SOLUTIONS

As the systems scale up, we recommend the following software in the interim that are

currently in use within the health sector.

Level

Functionalities

Software
Recommendation

Community Community Health  Adoption of The AMREF

management

CBHMIS model

Hardware requirements

PC, printer at divisional

head quarters and

communication equipment

Health Electronic health Adoption of a scaled up  Server based networked
facility records. EMR system with ART system, printers and
and extended features to communication equipment
cover full facility
operations
Hospitals Hospital ERP e.g. OpenERP, Server based networked
Management Navision, Oracle etc system, printers and
System (Financials, HR, payables communication equipment
+ Receivables, Fixed
assets, stock control)
with integrated Clinical
Management Module,
and automated HMIS
reporting
District Uploading of district FTP (Excel) System - to  Server, PC, printer at
HRIO rguting reports - be phased out and be divisional head quarters
Financial reporting  yeplaced with a database and communication
system, FIS system equipment
District District data Data warehouse Storage media, Storage
Level warehouse server, application server,
server power backup,
Server console
Province Down loading of Database system to PC, printer at divisional
HRIO district routine

reports within their

replace FTP (Excel)

head quarters and
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jurisdiction System, FIS system communication equipment
Financial reporting

National National data Data Centre Facility A fully fledged data centre
Level warehouse facility with enterprise data
management.
National Consolidation of Database system to Server, PC, printer at
(HMIS HQ)  |routine district replace FTP (Excel) divisional head quarters
summaries, System, FIS system, and |and communication

analysis, reporting,
dissemination and
decision making

Financial reporting

several other systems equipment

Table 7: Harmonized software recommendation based on field visits

» Software solutions and data management:

An integrated Facility management System that can carry out capturing of all
clinical data especially ART data at the clinic level; while able to capture facility
management details and generate data in a format for transmission to HMIS.
Consider the possibility of integrating the pharmacy systems and laboratory
management systems with the patient monitoring systems to improve reliability of
data and avoid redundancy of data held in several systems.

The development of standard data capture forms, methodologies and information
modification would be possible given the similarity of the workflow within the
clinics. Each clinic would need to be able to customize some data collection due
to environmental, technical, and personnel limitations. Standardized capture and
electronic storage of an identified minimum data set would increase the ability to
share data among clinics and partners and improve the quality of data.

The software systems should be developed on recognized international technical
standards to allow for the interface between other patient care-related
information systems (i.e. the pharmacy system and laboratory system) and
integration of patient data to provide a more comprehensive view of a patient’s
health status.

The focus of dissemination of health information should be at the collection point.
This would encourage evidence based decision making while enhancing policy
and strategy at higher levels through summary data channeled to higher levels.
Similarly, there needs to be a Hospital Management ERP solution for the
district/provincial levels that computerizes all the hospital operations, and
automatically generates and sends appropriate HMIS data periodically as
approved.

An integrated HMIS system, covering the community level to the national level will
then be implemented at the national level, to capture data from all levels, and
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disseminate it to the appropriate departments and ministries. It will act as the
master data warehouse which will be used for extraction of data for research and
analysis by the data analysis software solutions.

The support software systems need to be developed to facilitate the development
and subsequent implementation of suitable software for use in the health sector.
A good example is the above mentioned master facility list. These standards
should be available to all stakeholders and developers in this sector.

An initial and periodic data quality audit to ensure that “garbage in garbage out”
computer principle does not affect the overall provision of information by HMIS.
Formal confidentiality and information security training needs to be implemented
for all new staff and a refresher course should be provided to staff annually.
System security and use of information security measures (e.g. encrypted and
role-based access with password protection) must be considered and
implemented.

The issue of upgrades and version control be handled very carefully as systems
evolve and become more and more complex. This is by maintaining a common
data set.

» Hardware and Related Infrastructure

Provision of ICT and communication equipment to facilities where practicable.
Enhance connectivity for transmission of data up and down stream, and leverage
on the government’s rollout of the optical fibre cable to all district headquarters
(e-government project).

Complete automation of every facility for linking / transfer of data where
practicable.

Centralized data storage at the district and national levels.

» Human Resources and Capacities

Urgent need to capacity build staff members on data management

Identification of ‘software champion’ in each site, and ensuring that the individual
is fully facilitated to make the implementation a success.

Implementation of staff motivation programmes by reviewing of schemes of
service

Offering of HMIS skills to all people involved in healthcare provision
Sensitization workshops on/ dissemination of HMIS data to various departments
in the ministry of health, and other decision makers for better planning.
Improvement on HMIS education at KMTC level

Recruitment of HMIS ICT Technical Staff with system development, database
administration and networking training. We recommend 6 technicians at HMIS
Headquarters and Nairobi province, and 3 technicians in every other province.
Recruitment of more HRIO and staff rationalization at all levels, including up to
dispensaries.

Wherever possible, direct access to the software should be made available for
staff, and they should receive continuous in-service training to ensure that their
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computer literacy levels and awareness of information security and privacy
protocols are maintained. This will ensure that the patient care benefits from
electronic patient monitoring system are realized and sustained.

e Enhance training of HRIO (on electronic data management, computer
maintenance, data security and quality control)

¢ Enhancement of data analysis capacity for decision making at all levels

e Training on data and information management to other cadres, but principally to
nurses (who will continue to play the role of HRIOs in many facilities particularly at
lower levels) and clinicians who also provide input particularly to the patient
medical records.

e Review of the KMTC health records curriculum to reflect changing Health Records
and Information management requirements.

e Training of HRIOs to higher levels such as Bachelor and Masters degree levels

e Formal confidentiality and information security training needs to be implemented
for all new staff and a refresher course should be provided to staff annually.
System security and use of information security measures (e.g. encrypted and
role-based access with password protection) must be considered and
implemented. Specific guidelines are available to assist partners, including one
that was published by UNAIDS and PEPFAR. Facilities must understand that
although cumbersome, security and confidentiality need to be recognized as a
critical component of a good SOFTWARE and quality patient care and
subsequently be integrated into the clinic daily activities and systems.

o Data clerks need additional training on the importance of data quality and ways
to improve the data collection, storage and use process.

In order to facilitate consensus and engagement on the way forward, Table 8 has been
created to group specific recommendations as to the actual standards and guidelines for
ART EMRs and is found below.
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Table 8: Summary of Recommendations for Development of EMR Systems

1. EMR HARMONISATION
Timeframe Key:
Immediate — within 6 months
Midterm — within 2 years
Long term — after 2 years

Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
CLINICAL PATIENT MANAGEMENT
Support for Patients/ e Patients have no |e Vision: Patients have Improved o Authorization Unique patient Patient specific TWG as
clients or limited access ready access to confidence in for registered ID (national ID, interfaces for defined in

to clinical records relevant, up to date health Patients PIN, hospital accessing limited the

e Patients not well accurate health providers e Patients have number, finger information governance
informed about information to sharing access to print??) section -
their clinical enable them to take patient care selected Data requires
condition appropriate information information presentation immediate

e Patients can be prevention and and have e Interactive standards action
denied treatment treatment for their audit trail interface for
due to misplaced condition Increased message
lab or pharmacy |e Strategy: Standards- data security exchange
requests based electronic and privacy with patients

o Patients switch systems are for clients e User friendly
providers ad hoc established to accessing reports
with no referral enable patients to health .
letter appropriately and services.

e Patients not securely access their Reduced
informed about personal health consultation
specific lab information and time and
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
orders or consult with relevant faster service
prescribed providers delivery
medication Reduced risk
e Limited access to of having
general health wrong
education diagnosis,
lab request
or prescribed
medication
Patients
empowered
to take
control of
their own
care and
treatment
Mechanism
for capturing
client point
of view
Support for Health e Provider ¢ Vision: Ready access Increased Directory of Unique provider Defining and e EMR
providers databases non- to and tracking of confidence in registered ID developing health subcommitte
existent or not up providers, facilities capacity of providers for Unique Patient service provider e
to date and institutions registered information ID databases (MFL) e Immediate to
o Weak Strategy: Standards- providers exchange Data Implementing the midterm
certification and based electronic More access Access interchange messaging and
regulatory systems are to client and restricted to standards data interchange
mechanisms established to program registered Messaging standards
e High provider enable appropriate health providers standards
turnover health practitioners information, Providers Master facility
e Lab results to securely assess, Ability to access full list (MFL)
misplaced due to diagnose and perform e- electronic
insufficient manage clinical pharmacy or health
provider cases, monitor the e-laboratory records for
information on associated response improved their clients

lab requests

to treatment, and

processing of

Can process

|Page 52




Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame

e No provider securely access and payment and queries from
retention for long share clinical claims for providers
term patient information practitioners
management Improved

clinical

governance

and quality

of care

Improved

quality of

transaction

based data

Better

planning and

management

of the

workforce
Support for e Limited access to |e Vision: Consistent Reduced risk Readily e EHR standards |e Automatic
clinical care previous clinical and timely of incorrect available and schemas appropriate
processes records information facilitate clinical previous for information (event/time driven)

e Many providers clinical decision diagnosis patient sharing backups
unwilling to share making and history o Interoperability incorporating
patient e Strategy: Standards- management Easily standards and various DRP.
information based electronic Easy recall of available common e There should be

e Most systems are clinical protocols for taxonomy/ clear guidelines for
consultation time established to history by use for naming how to
spent on history enable appropriate different standardized standards freeze/archive
taking health practitioners health patient o Interoperability inactive records

e No mechanisms to securely assess, providers management standards guided by law.
for electronic diagnose and Quicker Online e System
sharing of clinical manage clinical clinical ordering for development,
information cases, monitor the diagnosis lab and update, re-

e Clinical associated response and pharmacy engineering should
information not to treatment, and treatment functions follow industry
standardized securely access and Access to software

share clinical online engineering
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

No incentive for
quality health
recording and
reporting
Excessive work
load

Difficult to
compare clinical
information from
multiple sites
Limited clinical
decision making
support

information

clinical
guidelines,
job aids and
telemedicine
Better
management
of clinical
conditions
Reduced
consultation
time and
treatment
delay

Direct orders
to and rapid
service
processing
by pharmacy,
lab, etc.
Integrated
patient care
planning
Improved
patient
tracking
Good
collaboration
&
information
sharing
across health
network
Aggregated
clinical
population
data analysis

techniques with all
requisite activities
performed. (SDLC,
OOSAD - Agile - XP
etc)

The verification and
validation systems
have to reference
the same national
standards.
Modelling is a key
requirement and
should be
immediate -
Whereas
optimization should
follow suit.
Modelling is a key
requirement and
should be
immediate.
Whereas
optimization can be
built in later.

The system should
support audit right
from deployment
and subsequent
management of the
audit trail should
be guided by org.
Policy embraced
within a national
guideline.

Version
performance is
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
improving dependent on
programs underlying
and policies technology
recommended stds
by the ICT group.
e Generation and
distribution control
of the MPI should
be tasked to a
national body (e.g
HMIS) and control
subsequently
transferred down
the organizational
hierarchy.
L]

Support for e-Pharmacy |e Health o Vision: reduced risk |e Integrated o Adoption of e Development and By the EMR
practitioners not Pharmaceutical of incorrect operations messaging adoption of sub-
informed if prescription and drugs being between standards standards around committee
prescribed drugs dispensing dispensed EMR and o Interoperability messaging and Immediate
dispensed at information is easily through pharmacy standards interoperability
pharmacy or accessed and using module .
picked up by shared on a secure standard e Online
patient or care and timely basis medicines prescriptions
giver o Strategy: Standards- terminologie |e Interactive

o Patient Identifier based electronic S patient
may be lacking systems are Easy recall of management
on prescription established to pharmaceuti with
form enable appropriate cal history by pharmacy

e Practitioner or health practitioners different staff
pharmacist may and pharmacies to health
not check for appropriately and practitioners
potential drug securely prescribe collect

interactions

e Patient may not
be aware of

pharmaceuticals,
monitor the
associated

prescriptions
and repeats
from any
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

y & Time
Frame

potential side
effects

Limited details
on patient drug
history

Clinical and
pharmacy
information
systems not
linked
Prescriptions
may get
misplaced before
being dispensed
Lack of common
drug
terminologies
Lack of electronic
pharmacy
catalogue

dispensing, and
securely access and
share
pharmaceutical
information

pharmacy
prescriptions
available
more quickly
through
more
efficient
processes
Request
electronic
prompts
from
pharmacies
(e.g. about
repeats due
to expire).
better
information
about side
effects, drug
interactions
and poly
pharmacy
Improved
patient
tracking
improved
authenticatio
n of the
legitimacy of
prescriptions
better
collaboration
on patient
care
between
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

clinicians
and
pharmacies

e reduced cost
by more
efficient and
effective
prescribing
and
dispensing
processes

e access to
high-quality
pharmaceuti
cal decision-
support
systems

o Aggregated
pharmaceuti
cal
population
data guiding
prescribing
practices
and policy

Support for e-
Laboratory

e integrated,
electronic clinical
decision-support
systems related
to laboratory

e Incomplete
patient
laboratory test
histories, at point
of care

e Misplaced

Vision: Diagnostic
lab test ordering and
reporting information
is easily accessed
and shared on a
secure and timely
basis

Strategy: Standards-
based, electronic
systems are
established to

e Access to full
electronic
histories of
diagnostic
test results,
for lab staff
and at point
of care, as a
form of Event
Summary

e Reduced risk

e Integrated
operations
between
EMR and
laboratory
module

e Online lab
requests

e Interactive
patient
management

e Adoption of
messaging
standards

e Interoperability
standards

e Development and
adoption of
standards around
messaging and
interoperability

By the EMR
sub-

committee
Immediate
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame

laboratory test enable all of incorrect with
request form or appropriate health lab tests laboratory
specimens practitioners and being staff
No effective laboratories staff to performed e Integrated
authentication appropriately and and reported Decision
for diagnostic lab securely order on via use of Support
test requests laboratory tests, standard lab system
Unnecessary monitor the test codes ¢ Integrated
repeat of lab associated Recall lab laboratory
tests increase processes, and test histories alerts for
cost and delay securely access and when seeing scheduling
treatment share diagnostic a different
Lab test codes laboratory test health
not standard information practitioner
No electronic lab Laboratory
catalogue tests
Lab staff have no undertaken
access to and reported
detailed clinical on by any
information laboratory

collection

depot

Laboratory

test results

available

more quickly

Fewer lab

tests

because

health

practitioners

will have

better access
to the results
of earlier
tests
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

Better
access to
decision-
support
systems
when
ordering
laboratory
tests and
reviewing
results
Easier
matching of
lab orders
and results,
enabling
follow-up
Better
collaboration
between lab
and
clinicians
Reduced
waste of time
& resources
by duplicate
lab order
tests
Aggregated
lab
population
data guiding
lab practices
and policy

RECORDS MANAGEMENT
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
Data capture tools e HMIS data tools |e Adopted HMIS data Consistent o . . .
(paper not consistently capture standards data across
based/electronic: used across across all health systems
patient ID card, various systems systems Better
appointment card, anaIyS|§ any
extraction of
event summary forms, business
registers, report forms, intelligence
service orders, referral, reports
forms, other) Ease in
deploying the
EHR
infrastructur
e.
Records organisation e Records within e Information will Intuitive o Well e Standard data |e Development of the | e HMIS, with
(structured, the existing organised in system, structured schemas to be schemas and the EMR sub-
unstructured, systems are not different sections for which flows EMR with developed out workflows committee -
numbering, portability) consistently ease of storage, the way consistent of the minimum diagrams required
organised for retrieval, and workflow workflows data standards immediately
ease of navigation, in does and o Clearly defined
navigation formats that have Secure, presentation EMR workflow
e No approved EHR been approved by efficient of data standards
format as it clinicians and storage, with | e Use of
appears to the system users. ease of standardized
clinician and /or |e The system shall navigation schemas to
system user also support merging through the capture data
¢ No support for of data from data for easier
moving or different institutions Easy building and more
merging patient and softwares, and of patient easily
data from shall allow for ease history by implementab
different of retrieving data for merging le messaging
institutions secondary uses. different between
independent of e Archiving shall be data sources systems
hardware or supported Efficient e The system
software used archival to keep
o Difficulty module historical
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
extracting data data securely
for secondary
uses
Difficulty
archiving poorly
organised data
Data Organisation No standard data |e Refined organisation Better e Data highly Support for Development of the | e HMIS and
(structured, organisation of data into lists, database normalized data schemas data schemas by EMR sub-
unstructured, format rows and columns, data for more to represent HMIS on the format committee -
numbering, portability) Limited or no relationships management efficient minimum data of data Required
functionality on between data Faster and storage and set immediately
capturing entities. more manipulation.
unstructured e Ability to store and efficient o Versatile
data search through retrieval and search
Poor support for unstructured data analysis facilities
clinical data e Support for clinical Utility of e Arrangement
management and administrative system of tables to
Weak support for roles increased by support
administrative clinicians clinical and
data and administrativ
management administratio eroles
n
Data type (Support for Wrong coding of | e Incorporation of data Improved e Support for Support for all Defined open e HMIS and
different types of data, different sets of types defined quality of different types of data standards on types EMR sub-
reference data, data elsewhere data types of data storage by the of data for storage, committee
contextual data and Poor referencing |e Support for all data Improved e Highly database - reference, and
links) Limited or no types validations of efficient text, quantities usage.
links to external | e Support for data referencing and
data reference and More within the quantifiable
contextual data informative system information,
data e Links with ranges, ratios,
data that date/time,
does not reference data,
have to be contextual data

stored in the
database e.g.
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
abstracts etc
Health Concept e [nability to e Support multiple e |Improved e Support for o Defined open e Development/ e HMIS and
Representation decipher the coding systems relevance to different standards Adoption of the EMR sub-
multiple coding (entry or interface various references around coding health concept for committee
systems terminologies, scenarios and systems Kenya
e Unique data reference e Ease of terminologies | e Defined
representation terminologies and scalability in standards
e Language, and classifications) by varied around
text creating interfaces settings terminologies
representation with electronic tools and text
such as terminology representation
browsers, e Standardized
terminology editors approach to
and terminology multiple coding
servers. systems
e Desirable support for
multiple
terminologies to
support multiple
languages and text
representation
PROCESSES
Support for Processes | e Limited or no o Available and fully e Improved Integrated order | Open standards Development of SOPs | EMR
(such as Ordering, care support for supported processes patient care | processing, for order around these subcommittee
planning and Decision critical processes | such as ordering, through | care planning | processing, care | processes and HMIS
Support) such as ordering, care planning and better clinical and decision planning and DSS
care planning decision support decisions by support system
and decision e Problem oriented DSS
S_U pport data structure * Better Consistent data
e Limited or no e Longitudinal patient patient )
presentation of record with clinical presentation
data in a problem | retrospective, history -
oriented current and longitudinal | SuPport for
structure, with prospective patient record external data to
resolution plans management e Consistent create a
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame

and targets e Integrated care data longitudinal

No support for support for multiple structure record

patient’s discipline care

longitudinal

health record

with

retrospective,

concurrent and

prospective

history

Poor Support for

clinical

reasoning,

decision support,

poor support for

guidelines and

protocols

Limited

integrated care

support for

multiple

discipline care
Record Processes (Data Poor and e Support clear and e High quality |Consistencyin | Clearly defined Development of SOPs | EMR sub-
capture, inconsistent consistent rules for data data rules and clear for entry, amendment, | committee
retrieval/query/views of | ruleson data entry, amendment, |e Consistent | management | SOPs on entry, verification,
data, presentation of management venﬂca_tlor:, . systems and amendment, transmittal, receipt,
data, scalability) gzgzgﬁi ;i%elpt’ E;?[;::fses N verifica.tion, trans.lation and

deletion of data. maintenance transmittal, deletion of data
e Support selective e Clear display receipt,
retrieval and of data translation and

customized views of
the same
information for
specific needs (e.g.
decision support,

Ease of data
maintenance
and analysis

deletion of data
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

data analysis)

Clear and concise
display of data
Efficient processing
of very large records
or very large
numbers of records

Communication

(Messaging, Record
exchange)

e No messaging
standard in place

o No possibility of
electronic
exchange of a
complete or part
of a record
between existing
systems

Support the export
and import of data
received using
messaging protocols
such as HL7,
UN/EDIFACT and
DICOM

Allow for the
exchange of a
complete EHR or a
part of an EHR (an
extract) between
EHRRA compliant
systems

Ease of data
transmission
between
systems
Exchange of
complete or
part of a
record
between EHR
compliant
systems
Preserved
integrity
during
exchange
Support
serialization
and
semantics of
merging data

Data exchange
between
various systems

Adoption and
customization of
HL7 or equivalent
data transmission
standard

Development of the
HL7 Kenyan API for
data capture and
transmission

HMIS and EMR
subcommittee
in conjunction
with the
implementing
partners

Privacy and Security
(Privacy and
confidentiality, consent,
access control, data
integrity, audit trail)

e Very basic
privacy and
security levels.

e No audit trail

Comprehensive data
security and privacy
functionality in place

Support
application
of prevailing
privacy and
confidentialit
y rules
Labelling a
section or

Secure and
reliable EMR
system, which
complies to
issues of
confidentiality,
consent, data

Privancy and
Confidentiality
standards

Access Control
SOPs

Integration of the
privacy and
confidentiality issues
into the system
development cycle

Implementing

partners under
the guidance of
HMIS and EMR
sub committee
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

the whole of
EHR as
restricted to
authorised
users/purpos
es

The support
at both data
sets and at
discrete data
attributes
Support
consent for
creation of
an EHR
record, and
the consent
to be used
throughout
the system
support
measures to
define,
attach,
modify and
remove
access rights
to the whole
and/or
sections of
the EHR
support
measures to
define,
attach,
modify and

integrity and
audit trail

Audit trail SOPs
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

remove
access rights
for classes of
users of the
EHR

Support
measures to
enable and
restrict
access to the
whole and/or
sections of
the EHR in
accordance
with
prevailing
consent and
access rules.
Support
measures to
separately
control
authorities to
add to
and/or
modify the
EHR from
authorities to
access the
EHR.

Data Integrity

o No measures
exist to ensure
transmitted data
integrity is
maintained

o Clear data storage

and transmission
standards to ensure
integrity

Support
measures to
ensure the
integrity of
data stored
in and

Consistent and
reliable data
from EMR

Standards and
SOPS for data
capture,
manipulation,
storage and

Properly structured
data sets and views,
in respect to the data
manipulation rules

HMIS and EMR
subcommittee
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

transferred
to and from
EHRs

retrieval

and guidelines.

Auditability

e Inconsistent
audit trail
features across
existing systems

e Comprehensive
audit trail facility in
the EHR

Support
recording of
an audit trail
of access to
and
modifications
of data
within the
whole or
sections of
the EHR.
Support
recording of
the nature of
each access
and/or
modification.
Support
audit
capability
sufficient to
track
accountabilit
y for each
step or task
in the clinical
or
operational
processes
recorded in
the record

All data
captured should
be tagged to the
data entry
person.

The system
should have
restricted
access

Clear standards
on audit trail

These to be
integrated in the
design of the system

HMIS and the
implementing
partners and
developers

EVOLUTION

e Poor
architectural

e Support for EHR
architecture and

Be able to
process data

Continuity of
system use with

Standards on

Definition of an
enterprise

All stakeholders
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
design without EHR system processed on | upgrades version control architecture to - Immediate
version evolution a previous accommodate growth
management in version, and | Support for new |Standards of new
mind. thatbuilton | modules functionality
previous without control
version able affecting the
to process A
data on original data
newer and system
version. functionality
e Accommodat
e the
recording of
information
due to new
forms of
clinical
knowledge,
new clinical
disciplines,
and new
clinical
practices
and
processes
{ ]
INFRASTRUCTURE AND HARDWARE
Infrastructure, network |e Need for reliable |e Functional UPSand |e Reduced e An good e Procedures in e Scope the needs e Implementin
and communication power sources at alternative power downtimes enabling place to tackle per facility and g partners -
facilities sources. due to power environment power outages determine the Immediate
o Need for network |e Functional network outages e Aworking e Procedures and facility specific
(where and data backup o Ability to interconnecti modalities of intervention
necessary) and media share vity with transmission of |e Define critical
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame

data backup resources via HMIS data listed environmental

plans the network Standardized issues that are

Need for e Availability of and backup email accounts necessary for

connectivity via internet or WAN data. for health effective

internet or WAN. officers implementation per

Need for Physical site

security for e The physical site e Ability to

equipment should be transmit data

Need for official environmentally to HMIS, and

email addresses
for all facilities
for more formal
communication

friendly and secure
for equipment
Health sector
stakeholders can
easily, effectively
and reliably
communicate over a
secure network in a
secure environment
The right
health
information is
in the right
place at the
right time” for
clinical,
administration
, and planning
decisions

district ware
house freely.

e Prolonged
availability
and life of
equipment

e Up to date,
rapid,
efficient,
effective and
consistent
communicati
on with all
sector
stakeholders

e Potential
cost savings
from the
ability to
increase
speed,
efficiency
and
effectiveness
of systems

e Better
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
communicati
on with
formal email
addresses
Computers and servers Computers with Computers with right Efficient Can run on Platform e Use of light weight Implementin
right specifications to access to the standard independent technologies for g partners -
specifications support the system EHR computers light design to web and WAP so Immediate
required should be procured Office and also allow for an that the solution is
Availability of Appropriate O/S and support through other efficient available widely
Office Office Automation operations devices such solution
Automation products need to be can be freely as laptops,
products loaded carried out and desired:
Availability of Software for backing Basic PDAs, mobile
backup software up and scanning for support such phones
and antivirus viruses is needed. as backing among
systems up of data others
and scanning
of viruses
supported
Printers and Few printers with Availed printers with Efficient and Ability to use Open standards | e Get the system to Implementin
accessories inconsistent their corresponding smooth most surrounding work with the cost- g partners _
supply of accessories >99% of running of common printing effective and Immediate
accessories the time the office types of efficient types of
operations printers printers
ICT management and Poor ICT support Remotely managed Consistent Locally Clear support e Develop a problem Implementin
support for remote sites sites from capturing of available SOP detailing solving g partners in
district/provincial data technical response times methodology with consultation
headquarters, where Better support for various clear escalation with HMIS
appropriate skills are technical types of mechanisms
available support requests
consistent
across the
country

GOVERNANCE AND REGULATORY ENVIRONMENT
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
Policy Weak systems to Implemented HIS Consistent . . . .
implement the policy evolution of
HIS policy envisioned
2008-2012
work plan
Regulatory Mechanism No centralised EHR Committee Centralised e Regulatory e The committee |e Setupa multi- e ACTIONABLE
(ethical approval, SOPs, body for setup with regulation of mechanism will be sectoral team : POINTS
minimum standards) approvals, representation from the EHR in place appointed by 0 Research e Constitute
definition of the private, public, rollout and e Facilitate the Permanent institutions EHR sub-
SOPs and implementing and various EMR secretaries of o FBO committee -
definition of donor communities regulatory implementati the ministries 0 Private sector 2 months
minimal roles. on of health 0 Professional e FEstablish
standards To e Develop, e Report to the board e.g Kenya EMR TWG -
coordinate revise and national HMIS Medical and 3 months
and oversee maintain coordinating Dentists Board |4 Constitute
EHRs EMR committee 0 HMIS ART EMR
implementati |  standards o HMIs wil 0 NASCOP team - 4
oninthe and provide fulltime | O Development months
health sector guidelines secretariat partners e Establish
Define EHRs |e Regularly services to the 0 Ministry of ToRs for
standards assess EHR sub Information and each team
Regularly existing EMR committee Communication |, Operationaliz
assess and systems e Establish EMR -E-government e the teams
accredit based on technical 0 Ministryof e Office space
existing EHR minimum set |  working group Industrialization _ within
systems of standards |e The EMR TWG - K'_EBS_ existing
Vet and e Develop EMR will report to 0 Institutions of structures
recommend strategy and the overall EHR higher learning | = e o
the best EHR facilitate its sub committee - KMTC_’. equipment
models for implementati that reports to Universities « Running
the country on NHISCC O Representatives
F . : from every costs
oster e Maintainan |e Establish ART )
information inventory of team whose region
sharing EMRs secretariat will
among implementer be NASCOP
various EHRs sand representative
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

actors
Ensure all
policies .
relating to
ICT are
adhered to
Ensure
accountabilit
y among
EHRs
implementer
sto
guarantee
value for
money
Develop
standards,
and
guidelines
for EHRs
Develop EHR
strategy,
investment
component
and ensure
compliance
with EHRs
standards

implementati
on

Create other
EMR sub
committees
i.e clinical,
patient care

MEDICO-LEGAL

e Poor systems in
place to ensure
the medico-legal
issues are clearly
addressed

e Every addition,

amendment or
alteration to the EHR
be permanently
recorded and
preserved for an
indefinite period

Ensure an
accurate
reflection of
the
chronology of
clinical
events and

e Clear policy on
storage of
patient health
record
reflecting
chronology of

clinical events.

TWG to set up the
policies addressing all
the standard issues
raised

As defined in
the governance
structure above
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

e The EHR canbe a
legally acceptable
document in the
jurisdiction in which
it is created.

information
availability in
the EHR.
Enable the
viewing of an
accurate
representatio
n of the EHR
at any
particular
date and
time since its
creation
Subject of
care of the
EHR to be
one or more
persons.
Recording of
appropriate
patient
identification
attributes
and clinically
relevant
patient
attributes
such as date
of birth, sex,
ethnicity etc.
User
identification
All clinical
parties to be
identified
clearly

Policy on
identification
details to be
used clearly
defined to
include national
ID/ passport,
and other
identification
numbers, photo
and biometrics.
Policy on audit
of all people
doing
amendments to
the data
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

Author
responsibility
- record
entry is
dated, and
author
identified
Support
measures
which ensure
that
amendments
are
attributed to
a responsible
person and
the date and
time, and the
reason for
the
amendment
are recorded

e Clinicians
competence not
captured

e Clinical
Competence/
governance

Support the
demonstratio
n of clinical
competence
and
accountabilit
y of
clinicians.

The cadre of the
officer treating the
patient captured

Include cadres of
officers when
capturing clinical care
information

TWG as set in
the governance
section

e Poor/ No
semantics to
ensure faithful
representation of
information

e Accurate and faithful
storage of
information

Shall include
semantics
which ensure
faithful
representatio
n of intended

e Clear data
dictionary/
taxonomy of
terms

e Permanence of
records

e Development of a
data dictionary and
integrating it to
EMR system

e Ensure
permanence of

e The software
developers -
immediate

e Software
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Issues

Vision and Strategy

Benefits

Desired
Features for
EMRS

Standards for
EMRS

Implementation
Approach

Responsibilit
y & Time
Frame

meaning in
record
entries

e Ensure that
information
intended to
supersede
that already
recorded and
attested
shall be
separately
collected and
attested as a
replacement
for the
information
being
superseded

e Ensure that
the exact
state of the
record can
be re-created
for any given
point of time
since the
original
creation of
the EHR

records

developers -
immediate

e With expanding

functionality,
need for proper
contextualizing
and association
of data

e Preservation of
context

e Preserve the
logical
structure and
context of
the data

e Maintain the

e Clearly

structured
system, using/
complying to
the established
data schemas

Guided software
development
process to ensure
that the necessary
software
architecture is

e HMIS
software
development
consultant in
liaison with
the various
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
association with minimum maintained developers
of clinical data sets for various
context e Clearly defined EMR systems
information relationships
to relevant between
data various tables
elements in the systems
e In most systems, |e Permanence o Attested Patient clinical Standard | During system and HMIS software
information can information | details are s ondata | database design in development
be deleted or shall be preserved security | which the deletion consultant in
modified easily storedina permanently upheld  |function is disabled. | liaison with the
protected .
mod various
disallowing developers for
any changes various EMR
or deletions systems
e Currently there is |e Version Control e Support Information in Version control The TWG to come up | HMIS software
very poor version versioning at | different policy with version control development
control in most the _ versions can be policy to be consultant in
EMR solutions gr:.nﬁlanty at interchanged implemented during liaison with the
mf(ﬁmation and vie.wed by system design. various
is attested the various developers for
e Support system versions various EMR
measures to systems
discern
modification
or updating
of the record
using version
control
ETHICAL e The extraction of |e Support for Ethical e Record Ethical Standard on Design features to HMIS software
data currently not | justification ethical attributes of ethical attributes | include capturing of | development
taken through approval for consultant in
ethical approval secondary
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
uses of data recorded of data ethical attributes liaison with the
patient - various
L]neflc;rri?]attrl]c;n developers for
EHR various EMR
systems
CONSUMER/ CULTURAL Consumer e Support for Produce a
support lacks in consumer issues consumer
all systems oriented view
currently Support
consumer
rights to
access all
EHR
information
subject to
jurisdiction
constraints
Support
consumers
being able to
incorporate
self care
information,
comments
etc
Coordination for Disparate o A centralised Clearly and . . e Setupthe EMR e TWG and
development and roll initiatives initiative with roles centralised subcommittee to other sub-
out Conflicting and responsibilities initiative for oversee the committees
interests clearly delineated the rollout coordination and refer to
Inconsistent implementation of section on
efforts EMRs in Kenya governance.
Lack of direction
Financing Funds available |e Pool resources and More . . e Allocation of e GOK,
but in different then allocate focused use budget in support Development
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Issues Vision and Strategy Benefits Desired Standards for Implementation Responsibilit
Features for EMRS Approach y & Time
EMRS Frame
organisations responsibilities of funds of the partners -
with different e Better and recommended Immediate
objectives more results initiatives
with resulting
synergies
Resource Mobilization No centralised e Centralised resource |e Ease of . . Resource TWG to be
resource mobilization centre access to mobilization drives charged with
mobilization resources fundraising
centre from central and
place prioritizing
o Better implementati
planning for on drives
execution of
programmes
M&E for EMRS Poor extraction of |e Intuitive reporting e Easily e M&E e Reporting as Standard reports HMIS
implementation data from EMRs system for local extracted framework per expected required by software
for monitoring facility use information and reporting defined reports NASCOP, HMIS and development
and evaluation e Integrated system for to be other stakeholders consultant in
with the overall monitoring adopted to be included as liaison with
HMIS reporting and standard the various
system evaluation developers
locally. for various
o Accepted EMR systems
reports for
overall M & E
reporting
from HMIS.
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Conclusion

In conclusion, it is hoped that this synthesis has highlighted numerous issues regarding the
architecture, functionality and use and support for existing EMRs and their potential scale
up within Kenya. It also provides critical input to the development of the national EMR
framework in terms of defining the desired features for selected EMRs, the appropriate
approach to development and scale up, plus the required human, hardware, technical and
financial resources to support the EMRs roll out.
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Annex 1: Recommendations for Future Assessments

This synthesis has several important strengths. First, the geographical coverage and total
number of respondents, health facilities and other institutions captured is impressive.
Secondly, a multi-pronged approach was employed for tabulation of assessment findings.
Each narrative report was systematically examined to identify common themes Thereafter
relevant information was extracted from each report and tabulated under its corresponding
theme. To reduce review bias, the original tables were independently reviewed and refined
by more than one person. It is difficult to know to what extent the original tables may have
contributed to reporting bias for this report. Finally, the findings and recommendations were
reviewed and synthesized into a final column. The ease of filling the summary tables with
information from the three reports confirmed that the findings from the three assessments
did not differ so much and the results can therefore be merged.

This synthesis has identified several limitations related to: 1) Quality of EMR assessments
and 2) Process of synthesizing the EMR assessment reports.

1. Quality of EMR Assessments
While all three assessments adopted a cross-sectional study design, the terms of
reference or study objectives varied from very narrow (CDC/PEPFAR support) to
excessively broad (all software including data analysis). Different combinations of
qualitative and quantitative techniques were adopted, depending on the proposed
assessment objectives (desk reviews, SWOT analysis, key informant interviews, focus
group discussions, technical audits, direct observation). In addition to the diversity of
assessment teams (in terms of the composition and size), the data collection instruments
also differed significantly in content and length (due to a lack of standard EMR
assessment tools and procedures)., Sample sizes for all assessments were conveniently
determined, so we cannot project the total number of EMRs existing in Kenya currently.
Finally, not enough details are provided on the plan for the assessment data processing
and analysis.

Below are suggestions for improving future EMRs assessment methodologies:

a. Composition of assessment team: Future assessment teams must have a range of
requisite competencies based on the scope of assessment. The following require
representation: clinical team, data management experts and ICT technical persons in
addition to statisticians for subsequent analysis and report writing experts.

b. Methodology:

e Objectives. Future assessment objectives must be SMART (Specific, Measurable,
Attainable, Realistic and Time bound), and developed via a consultative process
among all the stakeholders. These will enable those responsible for data
collection, analysis and reporting to remain focused.

o Data collection processes: Appropriate data collection process should be
adopted, informed by the objectives of the assessment and with consideration of
available technical capacity and resources. The desktop reviews, analysis of
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already collected data and interviews are more appropriate for retrospective kind
of assessments.

e [nstruments: The data collection instruments need to be reviewed by
stakeholders and the technical working group so they only gather data that will
be used. More specific enquiries are needed regarding clinical patient
management, governance and respective findings reported as per assessment
objectives. A pre-assessment and piloting of the assessment tool would confirm
the efficiency in capturing desired information.

e Targeting all levels (users, ICT, data management and program managers or
decision makers). For a comprehensive EMR assessment, all stakeholders
should be involved in defining the exercise and in responding to the assessment
questions.

e Sampling: Wider coverage with more representative of geographical distribution
of existing software may be achieved via random selection where possible, based
on pre-defined sample size calculation and sampling frame. The assessments
should take into consideration different working environments. Sampling
methods should not differ greatly - for example if two sites per system are
assessed, findings should be replicated across the board.

o Data Analysis: based on pre-defined data analysis and reporting plan. This is
important to ensure study objectives are met.

Preparation for assessment: the CDC and NASCOP assessments included a pre-
assessment and piloting of tools; indepth training on the tool administration and dry
running of tool is also essential. Pre-visit questionnaire for site profile may save
assessment time but may introduce bias, on the assessment results.

. Assessment reporting: while the three assessment reports were comprehensive, they
displayed wide variation in structure, focus, content, recommendations and
conclusions. There is need to standardize the reporting format based on expected
target audiences and use for the desired information products.

. Dissemination: Peer review and constructive feedback on draft report was obtained for
the HMIS and NASCOP assessments. It is important that peer review is done within
specific timelines amongst peers and then the stakeholders, to improve the content
and quality of the report, because as the old adage goes, “steel sharpens steel”.

. Process of Synthesizing the EMR Assessment Reports

While this synthesis has successfully summarized data from a total 146 respondents
from over 40 institutions and 29 health facilities located in all provinces and selected
districts, it has noted a few limitations. First, the synthesis was limited to three
assessments which suggest possible selection bias. However, since all assessments
were undertaken within a limited time-frame, the identified software was subject to
similar technological advances. Secondly the reported information was only drawn from
the final EMR assessment reports, implying possible reporting bias by the concerned
report writers. It is possible that more in depth statistical analysis of the raw data sets
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may have expanded our findings and enriched our conclusions. Finally, some findings
differed widely and there was no agreed approach to consolidating and interpreting on
major differences since reported variation may not necessarily be applicable to all
existing EMRs. Nevertheless, the methodology used for this systematic review is new
and very straightforward, and may prove useful for reviewing future EMR assessment
reports.

As Kenya prepares to scale up the use of EMRs within the health sector, the following
areas may be considered as a priority for future EMR assessments and systematic
reviews: appraisal of approved EMRs against recommended basic specifications and
minimum standards defined in the national EMR framework; user perceptions and
uptake of upgraded EMRs systems; impact of EMRs on improving patient outcomes
and provider decision making.
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Annex 2: INVENTORY OF SOFTWARE SOLUTIONS

INVENTORY OF SOFTWARE SOLUTIONS WITHIN THE ART SERVICES SECTOR

AMRS APHIA 11 1Q care EDAP EDMS FUCHIA Care 2000
Coast
Version Sites on 2 updates Semi-annually (4 3 updates, no | 1 upgrade, No upgrade, | 1 upgrade,
Change different on the so far, consistent | specific consistent no specific proper
versions, 4 software VErsions across timeframe set | versions across timeframe version
upgrades since sites for next sites; no specific | for next control,
since 2006. inception. version; timeframe for upgrade specific
No No inconsistent next assessment timeframes
timeframe timeframe versions at for release
for release of | set for next various sites
versions version.
Consistent
across sites
Number of 3 12 40 6 12 1 2
sites
installed in
Kenya
Length of 3 years 2 years 3 Years 3 Years 5 years 7 years 4
usage
Source of Donor Donor Donor funded — Donor funded | Donor Funded - Donor Privately
solution funded; open | funded — AIDS Relief — Columbia PEPFAR Funded - acquired
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AMRS APHIA 11 1Q care EDAP EDMS FUCHIA Care 2000
Coast
source APHIA 11 University MSF
community Coast
Clinicians No No No No No No Yes
interact with
system
Other input | PDAs None Automated None None None Biometric
devices monitoring and devices,
supported Biometrics integration
with
equipment
Integration Laboratory None Laboratory None None None Laboratory,
with other management management pharmacy
systems system system and general
hospital
management
Source code | Source code | Source code | Source code Source code | Source code None Escrow
available/ agreement
Escrow
agreement
User Data highly Easy user user friendly, Data entry: | No response User friendly | User friendly,
assessment | consistent, interface simple, high The system is tight security
of the timely, good | and data consistency, can efficient, features
collection generate monthly | patient profile
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AMRS APHIA 11 1Q care EDAP EDMS FUCHIA Care 2000
Coast
systems speed mechanism, | reports, can be gotten
consistency | immediate system | on one sheet.
in support, responses Consistency
automated is maintained.
daily backup data users: user Completeness
features fr.iendly, s_imple, and
System is high consistency, timeliness of
stable can generate past | .- is
reports Data excellent. The
users. speed of
User friendly, -respon.se B
good data immediate.
collection Data users
mechanism are able to
get patients
Decision profile on one
makers: sheet.
User friendly
System System System is Not all data Computers Delay between Fixed, costs | Cost —
challenges limited to stable but elements sometimes data capture and | of prohibitive
catch free only captured, Down crash. entry modification | for public
text; system | captures times and too prohibitive sector
sometimes summaries high and strict facilities
goes down. | for MoH security hinders
reporting
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AMRS APHIA 11 1Q care EDAP EDMS FUCHIA Care 2000
Coast
from other access
departments
for 711
generation.
SOPs Yes None Yes None System design None Available
documented specification,
system
setup/installation,
data collection/
handling,
incomplete
forms, data
quality checks,
data backup/
recovery and
contingency
plans, security
and training.
Compliance Yes for Drug lists, YES(SNOMED, ICD, | None None None LOINC
with various | SNOMED; Diagnoses
naming ICD: LOINC AHFS,LOINC,CPT)
protocols
Computer Yes Yes Yes Yes Yes Yes Yes
literacy
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AMRS APHIA 11 1Q care EDAP EDMS FUCHIA Care 2000
Coast
before
introduction
of EMR
Number of 40 directly 1 Varied Varied 23 5 Many — over
system users | interacting 100
through with the
reports system; 45
more
indirectly
Training 10 days for 1week Data entry Clerks: | 4 days to 2 4 days 2 weeks 5 days
period end users 1 week, Nurses: 1 | weeks
day, Doctors: 1
day
IT Persons: 3
weeks, Data
Manager:1 week
Power Standby UPs/ UPS and ups/ UPS/ Generator UPs/ Generator
backup generator Generator Generator Generator Generator
facilities connected to
the power
supply
(automatic
switch on)
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AMRS APHIA 11 1Q care EDAP EDMS FUCHIA Care 2000
Coast

Security 92% 52% 72% 88% 56% 88%
Features
Form 257 96.60% 100% 99% 93.10% 96.00% 93.10%
MOH 100% 100% 85.70% 57.10% 85.70% 100%
Reporting
cap
ICT 94.40% 27% 100% 39% 5.60% 77.80%
Management
General 48.20% 73.70% 83.20% 15.30% 37.80% 48.60%
Desirable
EMR
features
Overall 86%0 71% 88% 59%b 56%06 82%
Ranking
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HMIS INVENTORY OF SOFTWARE SOLUTIONS WITHIN THE HEALTH SECTOR

Key:
1. The software is serving the intended need.

2. The software is partly serving the need but has some limitation/shortcomings in e.g.

flexibility, adaptability, reporting.
3. The software is not serving the need
n/a. System was not evaluated

Category 1: Patient Management Software

Software Application area | Strength Weakness Platform Length Serving
of usage | the need

MIAS (Malaria -Strategic -Accessible -Some -Application Windows 1 year 2
Information management - extent of usage - flexibility - Based
Acquisition Monitoring and Adequate technical Application
System) evaluation -Planning | support, -Supports scalability -User

and budgeting vertical data support -System

integration
Comprehensive | Patient Care (HIV) -Accessible -Some -System Windows 4 years 1
Care Centre extent of usage - integration - Based
(Cce) Adequate technical Application
support -Supports scalability - not
vertical data user support -
few sites

Electronic health | Patient information at | -User friendly - Windows 1 years 2
information facility Summary Based
system (SCPL) | facility information
(ophthalmic
services)
Kwale Model -Elaborate system -User friendly -Scalable | -lack of technical | -Windows - 4 years 1

used in Coast -Interoperable -Flexible | support -lack of | Web-based

province -Data -Accessible user support

capture -Outpatient

Morbidity -Facility

workload -Chanis -

Immunization
ARMS (Ampath | HIV/AIDS Patients -Accessible -Good Web-based, 8 years 1
records electronic records, extent of usage (several Previously
management clinical visits, million records) - MS Access
system) diagnosis, patient technical support -end- Database
Formerly the follow up patient user involvement
Mosoriot tracing

medical records
systeme




Existing HMIS software Category 2: Hospital HMIS Software /ERP Systems

Software Application area | Strength Weakness Platform Length  SEEEEE
of usage | the need
E-Hospital Analysis of patients -System Security - -Application 4 years 2
data Suppliers Documentation -Some | flexibility -
General ledger extent of usage -User Application
friendly scalability -User
support -System
integration
CARE KE Patient records, -User friendly - -lack of -Windows 1 year 1
Diagnosis, Lab, networked integration with | Based
pharmacy, etc existing systems
LMIS (Kemsa) Drug logistics - -poor Web-based 2
Supply chain connectivity system
management
NAVISION ERP -Currently under -Currently under | -Windows 2 years 2
(Kemsa) implementation Implementation | Based
Funsoft HMIS ERP - type of system | -Modular acquisition - -Windows/ nla
Patient records, Local vendor and local Linux -web
Diagnosis, Lab, support based -
pharmacy, Financials Postgress
etc Database
Care2000 - ERP - type of system | -User friendly -Decision | -costly (annual -Linux, Web - | 3 years 1
ERP (Nairobi Financials, Patient making capability - licences) - Oracle
Hospital) records, Diagnosis, Modular acquisition support database -
Lab, pharmacy, etc optical fibre
infrastructure
e-Hospital ERP - type of system | -Modular, integrating all -Windows, 3 years 1
(Gertrudes) Financials, Patient Hospital functions and Web -MS
records, Diagnosis, satellite clinics Access /SQL
Lab, pharmacy, etc database -
Visual Basic
Front-end -
optical fibre
infrastructure
Univ. of Nairobi | Patient info, -In house developed Oracle 2 years 1
Health Service consultations, (UoN ICT Centre), Database,
MIS (UHS MIS) | pharmacy stocks, technical support, User web and
reporting, friendly, networked - client-server
innovative power supply interface

usage

Existing HMIS software Category 3: Data Collection and Reporting Software
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Software Application area | Strength Weakness Platform Lengthof EECHE
usage need
FTP -MOH 711 -MOH105 | -Used in 149 districts - | -Depends on -Windows 1 year 1
-MOH705 A - Accessible -High internet/ any Based -
MOH705B - proficiency of users - connectivity - Spread sheet
MOH7110 - Wide extent of usage - | Not able to based
Immunization A&B Application is scalable accommodate
(to new sites) -Secure large data for a
system - limited user long period
support - fairly User
friendly -Dashboard
feature
Clarion In-patient data -Supports vertical data - -DOS Based - | 19 years 3
Extent of usage -secure Old database
System -User unfriendly
(DOS based) -
No maintenance
Epi data (DDSR) | -Data entry -Accessible -Fair Extent | -Application Windows 1 year 2
of usage -Application is | flexibility -Lacks | Based
scalable technical
support -System
security
Epi data -Data entry - Accessible -Fair -Unable to do Windows 2
(NASCOP) Extent of usage - analysis - Based
Application is scalable | Application
flexibility -Lacks
technical
support -System
security
Health Mapper Displays maps of - User friendly - -lack of up-to- Windows 6 years 2
region in Kenyaand | Accessible - Good for date on new Based
infrastructures decision making — administrative
Presentation of visual regions -external
trends analysis data integration
not possible -
Lacks technical
support
NASCOP District reports, - User friendly -Lack of Windows 1
Access/Excel Summary of Clients, integration with | Based MS
Spreadsheet National parameters other systems Access
for HIV database MS
Excel
spreadsheet
Epi Survey Data entry - User friendly - expensive Windows 6 years 2
(PDA) PDAs -Lacks Based
technical
support -not
updated
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CS pro Data Entry -User friendly - Windows 11 years 2
Accessible -Wide Based
extent of usage -
System integrates with
others -System
supports vertical data
CBHMIS -Community health -User friendly - -connectivity - -Windows 4 years 1
(AMREF) and related Supports vertical data - | documentation - | Based -MS
information and System Security 3 pilot sites SQl database
Facility data
Kwale Model -Elaborate system -User friendly -Scalable | -lack of technical | -Windows - 4 years 1
used in Coast -Interoperable -Flexible | support -lack of | Web-based
province -Data -Accessible user support
capture -Outpatient
Morbidity -Facility
workload -Chanis -
Immunization
CBHIS (Aga Community based -household -Support -Windows 2
Khan) health information characteristics - Based
system immunization &
morbidity
Health CIS Health records -User friendly -System not fully | -Windows 2
(KNH) Finance Pharmacy implemented Based
Networked -
Foxpro
Database
Phones4Health | -Elaborate Modular Being developed —not | Being developed | Web, Multi- n/a
software for data implemented - not channel SQL
collection and implemented
reporting
Existing HMIS software Category 4: Data Analysis Software
. Length Serving
Software Application area | Strength Weakness Platform of usage | the need
Epi info (DDSR) | Data entry and - User friendly - - System Windows 6 years 2
analysis Accessible -Supports security is Based
vertical data inadequate -not
updated
Epiinfo Data entry and - User friendly - Windows 2
(National analysis Vaccine Accessible -Core Based
Epidata logistics analysis reports -
Manager) Supports vertical data
SPSS Data analysis -Good analysis reports - | -few personnel Windows 7 years 1
Data cleaning, data with technical Based
management competency
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Integra Analysis of patients -System Security - -Application Windows 10 years 2
data Documentation -Some | flexibility - based
extent of usage -User Application
friendly scalability -User
support -System
integration
Existing HMIS software Category 5: Administration/Management Software
Software Application area | Strength Weakness Platform Length S
of usage | the need
FIS & Cash -Health Care -some user support - -user unfriendly | DOS and 4 years 1
Register Finance- Provincial integrates with other -lack of technical | Windows Fox
offices and supportin | systems documentation pro, Access
allocation and database
accounting of the
cost-sharing
resources -Finance
Information system
for GoK admitting
facilities -Used Cash
register in LAN
STAT -Staff tracking and -integrates with other -lack of technical | Windows 4 years nla
Training system systems documentation Access
database
WHO system -Disease coding -User friendly - -Not scalable - Windows 1 year 2
based on ICD-10 - Accessibility -Adequacy | Only used as a
Vital Health statistics | of Technical support - reference for
-References to Adequacy of User coding diseases
classes of diseases support
Nursing -HR system with -User friendly -Not integrated | -Windows n/a
workforce nurse mangers as with other Based -
information users systems -Not Networked
system (Nursing available in all
Council) provinces
Health CIS Health records -User friendly -System not fully | -Windows 2
(KNH) Finance Pharmacy implemented Based
Networked -
Foxpro
Database
NHIF -Zonal system to HQ | -User friendly -connectivity -Windows 2
challenges -slow | Based
server

External Software/ Systems
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Software/System

Use

Civil Registration System

CivillVital Registration

ID registration system

CivillVital Registration

IPRS (registration of persons)

Civil/Vital Registration

Passport and border control system

Civil/Vital Registration

Redatam KNBS
KNBS Toolkit KNBS
CS Pro KNBS
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National EHR framework
Adopted from the ISO/WD 18308, necessary authorizations are being sought for.

INTRODUCTION

Each level 1 heading is followed by a preamble which has been included to help the reader
better understand the context of the section.

Definitions

Electronic Health Record Reference Architecture (EHRRA) - A formalization of requirements
into a model (e.g. a class model or entity relationship model) whose purpose is to formally
define semantics in common to all EHR systems and does not include the design aspects of
any particular EHR system.

STR 1 STRUCTURE

Preamble

The electronic health record architecture must describe standardised structural elements in
order to enable automatic processing and interoperability. This structure should not dictate
the work patterns or system required to operate an effective health service, rather it should
ensure that conforming EHRs should be available in many settings.

The EHRRA must enable data within the record to be classified in ways that make the data
accessible to patients and clinicians who use the record and to the systems that support
clinical care. Further, data within the record should be structured in standardised ways to
enable automatic processing and preserve clinical meaning.

As well as the importance of structured data, it is recognised that the EHRRA must provide a
repository for many patient stories and narrative generated by the clinician, through
dictation or vocal recording.

The linkages and relationships between assessment and monitoring data and the problem
definition, goals, interventions and outcomes need to be kept in the electronic patient
record.

The language of healthcare can be complex, unstructured and diverse. It can include
regional and sub-domain variations. Health professionals and consumers use different
words to describe the same concept. These variations create barriers to the retrieval,
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comparison and exchange of health information. Although it is imperative that clinicians and
consumers should use their preferred expressions, it is also essential that their language is
subject to a measure of control that enables retrieval, comparison and exchange of health
information.

These competing needs can be managed by the EHRRA supporting multiple coding systems
(terminologies, classifications etc). The foundation for an EHR is a comprehensive reference
terminology, whose structure unambiguously represents concepts by using a knowledge-
based approach. The reference terminology performs or facilitates such tasks as data entry;
presenting, querying, retrieving, sharing, comparing and integrating information; navigating
or browsing, authoring or indexing knowledge. Entry or interface terms used by clinicians or
consumers are related or mapped to the terminology foundation. Similarly, the terminology
foundation is mapped or related to classifications used for statistical analysis, planning and
policy setting, providing a solid conceptual base to support, represent and reflect the
healthcare process.

1.1 Record organisation
1.1.1 Sections

STR1.1  The EHRRA shall enable information in the EHR to be organised in different
sections allowing navigation by users and views of sections to be returned as the
result of queries.

1.1.2 EHR format

STR1.2 The EHRRA shall ensure that the ‘format’ of the EHR as it appears to the clinician
or user is able to conform to specifications set by standards organisations,
regulatory and accreditation agencies, professional groups, local healthcare
institutions and users.

1.1.3 Portability

STR1.3 The EHRRA shall support an EHR which is moveable and mergeable between
individuals and institutions independent of hardware, software (application
programs, operating systems, programming languages), databases, networks,
coding systems, and natural languages.

1.14 Secondary uses
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STR1.4

1.1.5

STR1.5

1.2

1.2.1

STR2.1

STR2.2

STR2.3

STR2.4

STR2.5

1.2.2

STR2.6

STR2.7

STR2.8

STR2.9

The EHRRA shall enable information in the EHR to be organised and retrieved in
a manner that facilitates its secondary uses. (1.1)

Archiving

The EHRRA shall support archiving (5.4)
Data organization

Structured data

The EHRRA shall enable storage of data as lists such that the order of the data is
preserved when the data is displayed.

The EHRRA shall enable storage of data in tables such that the relationships of
the data with the row and column headings are preserved.

The EHRRA shall enable storage of data in hierarchies such that the relationship
between the node parents and children are preserved.

The EHRRA shall enable storage of data such that simple name / value pairing is
preserved.

The EHRRA shall enable the storage of multiple values of the same
measurement taken at closely proximate times at the same contact, or at
different contacts and at different locations. The context of these measurements
shall be preserved - such as who took the measurement, what method was used
etc. These values should be able to be returned in a query and ordered in
different ways.

Non-structured data
The EHRRA shall support the inclusion of narrative free text.

The EHRRA shall support searching within non-structured data (text and non-text)
and the inclusion of structured text within this data.

The EHRRA shall support the inclusion of comments within the data stored -
enabling the clinician to qualify structured information appropriately. Comments
shall be able to be linked to specific data attributes.

The EHRRA shall provide a means for different levels of emphasis to be
associated with comments and other entries - this may alter the way they are
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displayed or their returning in a query.
1.2.3 Clinical Data

STR2.10 The EHRRA shall allow for comprehensive information storage and retrieval
regarding patient care.

The EHRRA shall at a minimum allow for the recording of all data on:
e Patient history
e Physical examination
e Psychological, social, environmental, family, and self care information
e Allergies and other therapeutic precautions

e Preventative and wellness measures such as vaccinations and lifestyle
interventions

o Diagnostic tests and therapeutic interventions such as medications and
procedures

e (Clinical observations, interpretations, decisions, and clinical reasoning

o Requests/orders for further investigation, treatments, or discharge

e Problems, diagnoses, issues, conditions, preferences and expectations

e Healthcare plans, health and functional status, and health summaries

e Disclosures and consents

e Suppliers, model and manufacturer of devices (e.g. implants or
prostheses)

1.2.4 Administrative data

STR2.11 The EHRRA shall support the recording (and classifying for identification
purposes) of patient identification, location, demographic, contact, employment
and other administrative data.

STR2.12 The EHRRA shall support standards for information which enable the
unambiguous identification of the subject of care, the clinicians involved in care
(including their role and context of care), the location of care, the date/time and
duration of care, and third parties such as next of kin and nonclinical contacts.

STR2.13 The EHRRA shall support the administration of healthcare processes and
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STR2.14

STR2.15

STR2.16

STR2.17

1.3

1.3.1

STR3.1

1.3.2

STR3.2

STR3.3

STR3.4

STR3.5

STR3.6

episodes of care as well as the organisation of visit and encounter data.
The EHRRA shall support patient logistics.

The EHRRA shall support the recording of financial and other commercial
information such as health plan enrolment, eligibility and coverage information,
guarantor, costs, charges, and utilisation.

The EHRRA shall support the recording of legal status and consents relevant to
the patient’s healthcare (e.g. legal status of guardianship order, consents for
operations and other procedures).

The EHRRA shall be amenable to querying for the purpose of data aggregation to
support information gathering required for population and public health
initiatives, surveillance, and reporting.

Type and form of data
Support for different types of data

The EHRRA shall allow for the incorporation of data types defined elsewhere,
such as DICOM, MIME, EKG.

Data types

The EHRRA shall define the following data types:

Text Data

The EHRRA shall support the definition of the logical structure of text.
Numeric and Quantifiable data

The EHRRA shall support the definition of the logical structure of numeric and
quantifiable data, including the handling of units.

Quantities should include a measure of precision related to the method of
measurement.

Percentages shall be able to be expressed as quantities.

Quantity ranges
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STR3.7

STR3.8

STR3.9

STR3.10

STR3.11

STR3.12

STR3.13

1.3.3

The EHRRA shall support the definition of the logical structure of ranges - that is
high and low values.

Quantity ratios

The EHRRA shall support the definition of the logical structure of quantity ratios
(i.e. x of a pery of b).

Dates and times

The EHRRA shall support the definition of the logical structure of dates and
times.

The EHRRA shall support approximate, partial, and fuzzy dates and times such
as: approximate dates/times: e.g., sometime yesterday, last week; partial dates :
e.g., ??/May/1997, ??/ ??/1928 ;

The EHRRA shall support the recording of future planned events or actions such
as:

- periods of day or time: e.g., morning, afternoon, evening, shifts (AM, PM, Nocte),
while awake;

- approximate points of date/time: e.g., upon awakening, at mealtime (breakfast,
lunch, dinner), at

bedtime;

- relative points of day or time: e.g., before breakfast, after lunch, before
bedtime, two days post discharge, one week after last dose;

- alternating and patterned dates/times: e.g., alternate every 8 hours, alternate
every 3 days, every Monday/Wednesday/Friday, every Sunday, every third
Tuesday.

The EHRRA shall support the recording of time at a given instant, an elapsed
time since a particular event, and as a duration.

The EHRRA shall support the recording of the time-zone in which the recording
took place.

The EHRRA shall support recording of time in all units down to milliseconds.

Reference data
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STR3.14

1.3.4

1.3.5

STR3.16

STR3.17

STR3.18

1.4
14.1

STR4.1

STR4.2

The EHRRA shall support the recording of references such as normal ranges and
attributes relevant to a particular observation or measurement.

Contextual data

STR3.15 The EHRRA shall support the recording of contextual data associated
with an event such as:

- date/time the event occurred;

- date/time the event was recorded;

- date/time the event was committed to the record;

- subject;

- person responsible for recording and committing the event to the EHR;

- healthcare facility;

- location where the event was recorded;

- reason for recording the information associated with the event;

- protocol associated with information recorded
(Note that these are just a few examples of the more than 50 contextual
attributes which may apply)

Links

The EHRRA shall define the semantic representation of links between different
information in the EHR.

The EHRRA may define the semantic representation of links between different
EHRs.

The EHRRA shall support links to ‘externally referenced data’ which is not able to
be stored within the EHR, providing patient safety is not compromised.

Supporting health concept representation
Support for multiple coding systems

The EHRRA shall support multiple coding systems (entry or interface
terminologies, reference terminologies and classifications) by creating interfaces
with electronic tools such as terminology browsers, terminology editors and
terminology servers.

At the data attribute level, the EHRRA shall support the capture of the code, the
coding scheme (e.g., coding/classification system), version and original
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STR4.3

1.4.2

STR4.4

STR4.5

1.4.3

STR4.6

STR4.7

1.4.4

STR4.8

language.

The EHRRA shall enable storage of data from terminologies and preserve the
information about the terminology set from which it was chosen.

Unique representation of information

The EHRRA shall support information being represented uniquely in only one
place in only one way.

System builders shall consider the allocation of information between the
information and terminology (or concept) models and how well the mutual
obligations and constraints between the models are described.

The EHRRA shall support objects in information and inference models
corresponding to a well defined set of concepts in the foundation reference
terminology (or concept) model.

Language independence

The EHRRA shall support the use of a comprehensive reference terminology that
enables the recording/translation of multilingual terms. [This does not imply that
a given EHR implementation must support more than one language].

The EHRRA shall support the identification of information that has been
translated from the language in which it was originally recorded. Such
identification shall describe the faithfulness or reliability of the translation.

Representation of text

The original textual representation as entered by the clinician shall be retained in
the EHR when information is translated from one natural language to another or
when terms are mapped from one coding/classification system to another.

PRO 2 PROCESS
Preamble

The EHRRA must support clinical processes such as ordering, care planning,
clinical guidelines, and decision support. It must also support processes
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21

2.1.1
PRO1.1

PRO1.2

PRO1.3

PRO1.4

2.1.2
PRO1.5

PRO1.6

PRO1.7

associated directly with the record including the capture, retrieval, querying,
presentation, and automatic processing of patient data. Good quality data is
essential for good quality decision support and most other aspects of patient
care, so uniform data capture methods and data definitions should be used
whenever possible in EHR systems. The EHRRA should also support local clinical
and workflow processes to ensure maximum usability and acceptability of EHR
systems by clinicians and other users.

Clinical processes

Support for clinical processes

The EHRRA shall support the recording of any type of clinical event, encounter, or
episode relevant to the care of a patient.

The EHRRA shall support the creation, instantiation, and maintenance of clinical
processes that support the activities of its users.

The EHRRA shall support the continuity of a clinical process, the ability to query
the status of a process, modify an existing process, and verify that a process has
been completed.

The EHRRA shall be able to accommodate partial completion of a clinical
process.

Problems/issues and health status

The EHRRA shall support the recording and presentation of holistic health status,
functional status, problems, conditions, environmental circumstances and
issues.

The EHRRA shall support the recording and presentation of data in a problem-
oriented structure including problem status, resolution plans and targets
(problem-oriented here includes conditions and issues)

The EHRRA shall support a patient's lifetime, longitudinal record of health status
and care interventions which can be viewed as a chronological health record. The
patient EHR is at once (simultaneously):

1. retrospective: an historical view of health status and interventions (e.g.,
completed health service events/acts);

2. concurrent: a "now" view of health status and active interventions (e.g., health
service events/acts now underway); and
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2.1.3

2.1.4

PRO1.9

PRO1.10

PRO1.11

PRO1.12

2.1.5

PRO1.13

2.1.6

PRO1.14

PRO1.15

2.1.7

PRO1.16

3. prospective: a future view of planned interventions (e.g., health service
events/acts scheduled or pending).

Clinical reasoning

PRO1.8 The EHRRA shall support the recording of the clinical reasoning including
by automated processes, for all diagnoses, conclusions, and actions regarding
the care of a patient.

Decision support, guidelines, and protocols

The EHRRA shall support the automatic presentation of warnings, alerts and
reminders such as patient infective status, allergies and other therapeutic
precautions, outstanding interventions, and urgent results.

The EHRRA shall support systematic population-based recalls and reminders
including public and population health programs such as immunisation and
epidemiological surveillance.

The EHRRA shall be able to support guidelines, protocols, and decision support
systems.

The EHRRA shall enable semantic interoperability of clinical concepts to support
decision support processing.

Care Planning

The EHRRA shall support care planning, including the management of process
states (e.g. planned, ordered, scheduled, in progress, on hold, pending,
completed, amended, verified, cancelled), within the care planning process.

Orders & service processes

The EHRRA shall support the recording and tracking of clinical orders and
requests such as prescriptions and other treatment orders, investigation
requests, and referrals.

The EHRRA shall support the linking of orders with the observations that arise as
a result (e.g. the results of an investigation or administration of a medication with
the order for these interventions).

Integrated care

The EHRRA shall support integrated patient care including continuing
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2.1.8

PRO1.17

2.2

221

PRO2.1

PRO2.2

PRO2.3

222

PRO2.4

2.2.3

PRO2.5

PRO2.6

224

collaborative multi-disciplinary care and case management across different
healthcare sectors and settings (e.g. primary care, acute hospitals, allied health,
home-based care).

Quality assurance

The EHRRA shall support the recording and querying of data to enable the
measurement of operational and clinical performance, to ensure compliance
with standards of care, to ensure quality process, and to measure outcomes.

Record processes
Data capture

The EHRRA shall support clear and consistent rules for entry, amendment,
verification, transmittal, receipt, translation, and deletion of data. This
requirement does not imply that it is necessary for a given implementation to
allow deletion of EHR content. Local data retention rules will apply.

The EHRRA shall support the implementation of rules for data validation.

The EHRRA shall support the ability to review information of all types recorded in
the past, including via the use of query and filter facilities, during the data
capture process.

Retrieval/query/views of data

The EHRRA shall support selective retrieval and customized views of the same
information for specific needs (e.g. decision support, data analysis).

Presentation of data

The EHRRA shall support the ability to display data marked as clinical summary
without the need for manual searching.

The EHRRA shall support the ability to convey the nature of devices on which
information should by preference be presented where this may affect the clinical
interpretation (e.g. viewing a colour image on a monochrome viewer, viewing a
digital diagnostic image on a low resolution viewer).

Scalability
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PRO2.7  The EHRRA should not impede efficient processing of very large records or very
large numbers of records.

COM 3 COMMUNICATION
Preamble

The principle underlying the requirements in this section is to enable data stored in EHRs to
be transferred between different EHR systems and other clinical systems. Similarly, EHRs
must be able to accept data transferred from different EHR systems and other clinical
systems.

There are two distinct forms of transfer possible: messaging and record exchange.
Messaging is necessary when data is transferred between systems which do not conform to
the same EHR architecture standard. Messaging requires the use of agreed protocols such
as HL7, UN/EDIFACT and DICOM. The format and methods of disseminating data must be
standardised wherever possible.

Record exchange can occur where data is transferred between two EHR Systems that share
a common architecture. Record exchange includes the movement or copying of all or part of
an EHR.

31 Messaging

COM1.1 The EHRRA shall support the export and import of data received using messaging
protocols such as HL7, UN/EDIFACT and DICOM.

3.2 Record exchange

COM2.1 The EHRRA shall allow for the exchange of a complete EHR or a part of an EHR
(an extract) between EHRRA compliant systems.

COM2.2 The EHRRA shall preserve the integrity of the contents of the EHR data, as well
as its context, during exchange.

COM2.3 The EHRRA shall support serialisation of data for interoperability purposes (e.g.
via XML, CORBA, .Net etc).

COM2.4 The EHRRA shall define the semantics of merging data from an EHR extract with
the EHR resident in the receiving system.
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COM2.5 The EHRRA shall provide an audit trail of exchange processes, including
authentication, to enable identification of points of EHR extract transmittal and
receipt. This needs to account for merging

COM2.6 The rules covering the exchange of an extract shall be the same as those for
exchanging the complete record.

COM2.7 The EHRRA shall enable semantic interoperability of clinical concepts between
EHR systems to support automatic processing of data at the receiving system.

PRS 4 PRIVACY AND SECURITY
Preamble

The EHR must support the ethical and legal use of personal information, in accordance with
established privacy principles and frameworks, which may be culturally or jurisdictionally
specific. Key issues include control of access to the EHR to ensure personal health
information can be kept confidential - i.e. used only for approved purposes and shared only
among authorised people; and informed consent.

Key issues in relation to security include authentication, data integrity, confidentiality, non-
repudiation and auditablility.

4.1 Privacy and confidentiality

PRS1.1  The EHRRA shall support the application of prevailing privacy and confidentiality
rules.

PRS1.2  The EHRRA shall support the labelling of the whole and/or sections of the EHR as
restricted to

authorised users and/or purposes. This should include restrictions at the level of
reading, writing, amendment, verification, and transmission/disclosure of data
and records.

PRS1.3  The EHRRA shall support privacy and confidentiality restrictions at the level of

both data sets and discrete data attributes.
4.2 Consent

PRS2.1  The EHRRA shall support recording of informed consent for the creation of a

| Page 107



PRS2.2

PRS2.3

PRS2.4
4.3

PRS3.1

PRS3.2

PRS3.3

PRS3.4

44

PRS5.1

4.5
PRS6.1
4.6

PRS7.1

PRS7.2

PRS7.3

record.

The EHRRA shall support obtaining, recording and tracking the status of informed
consent to access the whole and/or sections of the EHR, for defined purposes.

The EHRRA shall support recording of the purposes for which consent is
obtained.

The EHRRA shall support recording of the time frames attached to each consent.
Access control

The EHRRA shall support measures to define, attach, modify and remove access
rights to the whole and/or sections of the EHR.

The EHRRA shall support measures to define, attach, modify and remove access
rights for classes of users of the EHR.

The EHRRA shall support measures to enable and restrict access to the whole
and/or sections of the EHR in accordance with prevailing consent and access
rules.

The EHRRA shall support measures to separately control authorities to add to
and/or modify the EHR from authorities to access the EHR.

Data integrity

The EHRRA shall support measures to ensure the integrity of data stored in and
transferred to and from EHRs.

Non-repudiation
The EHRRA shall support the operation of trusted non-repudiation services.
Auditability of access

The EHRRA shall support recording of an audit trail of access to and
modifications of data within the whole or sections of the EHR.

The EHRRA shall support recording of the nature of each access and/or
modification.

The EHRRA shall support audit capability sufficient to track accountability for
each step or task in the clinical or operational processes recorded in the record.
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MEL 5 MEDICO-LEGAL
Preamble

Requirements for the medico-legal aspects of the EHRRA are essential if EHRs are to be
trusted by both consumers and clinicians and accepted in courts of law as evidence of care
provided, compliance with legislation, and the competence of clinicians. Many of the
medico-legal requirements are related to and have implications for both privacy and security
of the EHR but are nevertheless a distinct category.

For medico-legal purposes it is essential that every addition, amendment or alteration to the
EHR be permanently recorded and preserved for an indefinite period. To maintain its
originality, information must not be subject to later alteration or erasure. It is also essential
that every actor be unambiguously identified and inextricably linked to the information for
which they attest.

Legal requirements will vary widely among jurisdictions. In recognising these variances the
EHR must not attempt to impose legal obligations of one society upon another. The EHRRA
should ensure that the EHR can be a legally acceptable document in the jurisdiction in which
it is created.

5.1 Support for legal requirements

MEL1.1  The EHRRA shall support measures to ensure an accurate reflection of the
chronology of clinical events and information availability in the EHR.

MEL1.2  The EHRRA shall enable the viewing of an accurate representation of the EHR at
any particular date and time since its creation.

5.2 Actors
5.2.1 Subject of healthcare

MEL2.1  The EHRRA shall cater for the subject of care of the EHR to be one or more
persons.

5.2.2 Patient identification
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MEL2.2  The EHRRA shall cater for the recording of appropriate patient identification
attributes and clinically relevant patient attributes such as date of birth, sex,
ethnicity etc.

5.2.3 User Identification

MEL2.3  The EHRRA shall ensure that users who attest and commit any particular
information to the record are uniquely and reliably identified.

MEL2.4  The EHRRA shall support the on-going ability to identify users, even if they
change their name, profession, sex, or address.

5.24 Healthcare parties

MEL2.5  The EHRRA shall support measures to ensure that all clinical parties referred to
in the EHR are uniquely identified.

MEL2.6  The EHRRA shall support the recording of the clinical roles of any parties with
respect to any clinical activity recorded in the EHR.

5.2.5 Author responsibility

MEL2.7  The EHRRA shall support measures which ensure that every record entry is
dated, and its author identified.

MEL2.8 The EHRRA shall support measures to ensure that there is an absolute
requirement that each contribution to the record is attributed to a responsible
healthcare party whether in the role of author or not.

5.2.6 Attestation/Authorization of entries

MEL2.9  The EHRRA shall support measures which ensure that every contribution to the
record is attested by a responsible person.

MEL2.10 The EHRRA shall support measures which ensure that amendments are
attributed to a responsible person and the date and time, and the reason for the
amendment are recorded.

53 Clinical competence/governance

MEL3.1  The EHRRA shall support the demonstration of clinical competence and
accountability of clinicians.

5.4 Faithfulness
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MEL4.1

MEL4.2

MEL4.3

5.5

MEL5.1

MEL5.2

MEL5.3

5.6

MEL6G.1

5.7

MEL7.1

MEL7.2

The EHRRA shall include semantics which ensure faithful representation of
intended meaning in record entries.

The EHRRA shall ensure that information intended to supersede that already
recorded and attested shall be separately collected and attested as a
replacement for the information being superseded.

The EHRRA shall ensure that the exact state of the record can be re-created for
any given point of time since the original creation of the EHR.

Preservation of context

Where coded terms in the EHR have been mapped to another coded terminology,
the EHRRA shall provide a means of indicating the faithfulness of the mapping.

The EHRRA shall preserve the logical structure and context of the data.

The EHRRA shall maintain the association of clinical context information to
relevant data elements regardless of how the data are structured.

Permanence

The EHRRA shall ensure that attested information shall be stored in a protected
mode, disallowing any changes or deletions.

Version control

The EHRRA shall support versioning at the granularity at which information is
attested.

The EHRRA shall support measures to discern modification or updating of the
record using version control.

ETH 6 ETHICAL

Preamble

The ethical and moral justification for the creation, storage and processing of health records
derives from the fact that they are instrumental for the protection of health. The foundations
of the relationship between a clinician and a patient are the delivery of clinical care to the
highest standard and the respect for patient autonomy. This inevitably leads to the
conclusion that the right to informed consent and the right to confidentiality are also
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ethical/moral principles of the highest importance.
6.1 Support for ethical justification

ETH1.1  The EHRRA shall be able to record ethical approval for secondary uses of patient
information held in the EHR.

COC 7 CONSUMER/ CULTURAL
7.1 Consumer issues

Preamble

Benefits of EHRs for consumers

EHRs have the potential to significantly improve quality of care and health outcomes for
consumers, primarily through availability to clinicians of accurate, current information about
a consumer’s healthcare history. Improved access to information for both consumers and
clinicians has the potential to improve communication between consumers and clinicians,
resulting in more meaningful consumer participation in the healthcare process. Having
access to such information is empowering, enabling people to interact as informed
consumers and make sensible choices within the healthcare system.

Accommodating the needs and interest of consumers raises issues of privacy, security,
confidentiality and access.

Consumer aspects of privacy, security and confidentiality

Consumers of healthcare services must be secure in the knowledge that the information
they share with their clinician is treated with respect for their privacy and kept secure and
confidential. Otherwise, they will be unwilling to seek appropriate care or to provide accurate
and complete information. This will not only compromise their own healthcare, but will also
confound programmes of clinical and health services research, health professional
education and public health promotion.

Consumers’ point of view

EHRs will not only be accessible to consumers but also incorporate their views and
comments resulting from self-monitoring of iliness, dietary notes, notes on self-monitoring of
sport and exercise performance, behavioural activities and moods, etc. Consumers may also
use EHRs to seek advice about improving their health or ask questions about the
management of their care. A consumer’s point of view is important, supporting consumer
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involvement and promoting communication between consumers and clinicians.
Cultural issues

Cultural issues are an essential category of information to be recognised and
accommodated in the requirements for EHRs. Many cultures do not support the idea of
sharing patient information. Others share information and decision making on health
matters at the level of the extended family or larger group.

Some components of clinical competence are closely related to the role of clinicians in the
societies in which they practice. The EHRRA must not impose the clinical practice of one
society on the clinical practice of another, although it should promote ways of learning about
different styles of clinical practice.

EHR development, therefore, needs to focus on community issues involving culture and
consent, expectations, language, religious beliefs, individual identification and all these will
determine the subsequent healthcare model.

7.1.1 Support for consumer issues
COC1.1 The EHRRA shall support the production of a consumer oriented view.

COC1.2 The EHRRA shall support consumers’ right of access to all EHR information
subject to jurisdictional constraints.

COC1.3 The EHRRA shall support consumers being able to incorporate self-care
information, their point of view on personal healthcare issues, levels of
satisfaction, expectations and comments they wish to record in EHRs.

7.2 Cultural issues

7.2.1 Support for cultural issues

COC2.1  The EHRRA shall support interoperability in a way that is truly global, yet respects
local customs and culture. It follows that the process shall be both simple and
amenable to customisation in different jurisdictions.

EVO 8 EVOLUTION
Preamble
To enable the creation and maintenance of life-time longitudinal electronic health records, it
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is necessary to ensure that both EHRs and EHR software are “future proof”. Technology will
continue to change rapidly. This means that the EHRRA must be effectively technology
independent. The EHR architecture must therefore be able to accommodate new forms of
clinical knowledge (e.g. genomics and proteomics) which may include not only new clinical
content but also completely new types of data. On the other hand, legacy systems will
persist long into the future and it is therefore necessary that a standard-compliant EHRRA
must be able to support legacy data.

8.1 Support for EHR architecture and EHR system evolution

EVO1.1 Backwards compatibility of EHR software: Any implementation of the EHRRA
shall be able to process EHRs created under older versions of the EHRRA.

EVO1.2  Backwards compatibility of the EHR: Software built on a previous version of the
EHRRA shall be capable of processing EHRs created under a newer version of
the EHRRA.

EVO1.3  The EHRRA shall be able to accommodate the recording of information due to
new forms of clinical knowledge, new clinical disciplines, and new clinical
practices and processes.

a. Recommendations for EHR standards and reporting systems standards

i. A national document that will comply with the government writing
standards.

b. Recommendations for comprehensive facility information systems (TORS)

i. A full specification for the kind of solution that will serve a facility
comprehensively.
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DEFINED E-READINESS REQUIREMENTS

The HMIS policy has extensively covered the aspects of Health Information Exchange
framework, and presented here are nuggets on its operationalization.

The following is recommended as the road map towards the procurement and
implementation of a new system for electronic medical records, MIS and the reporting
system. The activities listed below may be undertaken concurrently.

Step 1 Operationalize the HMIS Policy and the regulatory guidelines

Step 2 Development and publishing of the open data standards. (The master
facility list and the diseases codes from the International Classification of
Diseases (ICD)is are available, the remaining need to be developed)

Step 3 Development and publishing of software, hardware and data
transportation standards.

Step 4 Recruitment of HMIS Technical ICT staff (This is outlined in the
recommendations under capacity building. It is important to have this in
place before the before the implementation)

Step 5 Undertake a data quality audit

Step 6 Procurement and implementation of the new systems

We further recommend that the open data standard, together with the software and
hardware standards be developed through the involvement of key end-users and direct
stakeholders through brief consultative meetings. Below are some suggestions:

o KEMSA, MEDS and the Pharmaceuticals board - for drug codes,

e GoK -for Administrative names and codes such as districts, province and location

o GITS/e-government directorate -for hardware and software standards

e HMIS - Patient registry, Facility Department codes, Reporting tools indicators

(Indicator Registry),
e HMIS and HR-for Human Resource Registry
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We recommend the incorporation of an independent professional ICT project manager/ ICT

Firm for the systems installation and implementation.

HMIS AND THE E-GOVERNMENT INITIATIVE

The above harmonization report fits within this broad HMIS and e-government initiative,
which focuses on:

a. Use of ICT in the provision of government services

b. An Integrated Customer Service, with a single point of entry, providing one
view on all government services.
Facilitate more accessible government services.

d. Allow greater public access to information, and make government more

accountable to citizens.

Objectives

124

B Improve collaboration between government agencies through reduction in the
duplication of efforts, and enhance efficiency and effectiveness of resource
utilization;

B Improve Kenya’'s competitiveness by providing timely information and delivery of
government services;

B Reduce transaction costs for the government, citizens and the private sector
through the provision of products and services electronically; and

B Provide a forum for citizens’ participation in Government activities.

The realization of e-government is one of the priorities underscored in the Kenya e-
government strategy that focuses on the achievement of national development goals and
objectives of wealth and employment creation. The e-government strategy, stipulates the
objectives and processes for the modernization of Government, as a means towards the
enhancement of transparency, accountability and good governance; making the
Government more results oriented, efficient and citizen centered; and enabling citizens and
business access Government services and information as effectively and efficiently as
possible through the use of ICTs.

The government is currently rolling out the national ICT backbone infrastructure, an optical
fibre cable to all the district headquarters. This cable will be connected to the undersea
optical fibre cable that should be complete around end July 2009. This is likely to reduce
bandwidth cost considerably. A government data centre is also to be setup as per the
current plans.
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The strategy has enumerated short, medium and long term initiatives. A key medium term
deliverable that directly related to the health sector was the Health Information System
(read HMIS) designed to provide computer aided hospital management operations that
would facilitate the recording of various hospital operations and include connectivity to the
concerned Health Ministries. At the HMIS headquarters, a central repository of health data
and statistics would be provided.

The Vision 2030 promises to improve the overall livelihoods of Kenyans through the
provision of an efficient and high quality health care system. This is to be realized through
the decentralization of management of health facilities to the communities and district
health officers, and a shift from curative to preventive healthcare. One vehicle highlighted
for achieving this is the revitalization of community health centres. It is clear that one way of
realizing this achievement is the collection and gathering of data at the community level
through Community Based Health Information Systems (CBHMIS).
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PROPOSED IMPLEMENTATION PLAN / ROADMAP OF THE ELECTRONIC

SYSTEMS WITH CLEARLY DEFINED SCALABILITY PLANS

The plan below is for indicative purposes only and indicates the steps that will be taken in
the upgrading of the MER systems to meet national standards, and subsequent scale up to
cover the unserved facilities. The final plan will be done in collaboration with donors and
implementing agencies to define a realistic implementation plan and draw up a scalability

plan.

Implementation Plan for scaled Facility based Information system

1-2 Mo

3-4 Mo

5-6

Mo

7-8 Mo

9-10

Mo

11-12

Mo

Diagnostic Phase:
Requirements and
Process Review, Fit
Gap and solution
blueprint, Proof of
Concept, Architecture
assessment, Scoping
assessment
Refinement of
standards

Analysis Phase

Design Phase

Development Phase

Deployment Phase

Operation Phase

Optimization

-

Cross Phase Processes necessary to ensure the success of the system upgrade process:

1. Organization

a. Program Management

b. Training
c. Business Process Analysis
2. Solution

a. Requirements and configuration

b. Custom Coding
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Optimization offerings

Project Management

Pobp

ONOOTAWDNE

¢. Quality and Testing

. Technology

a. Infrastructure

b. Integration and interfaces

c. Data Migration

Architecture Review
Design Review

Code Review
Performance Review

Risk Management

Scope Management

Issue Management

Time and cost Management
Resource management
Communication management
Procurement Management
Sensitization management
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EHR GOVERNANCE MODELS INCLUDING REGULATORY, LEGAL AND
POLICY ENVIRONMENT

SELECTING AND APPROVING STANDARDS - THE PROCESS

When selecting and approving a standard, committee members considered clinical
appropriateness, interoperability, governance, business technical requirements and
financial factors.

The selection process was based on the principles of transparency, consensus building, and
timeliness.

This process of development of standards includes the following three key decision points.

#1: STANDARD STRATEGY SELECTION (SSS) DECISION

At this first key decision point, because of the significant impact on the implementation of
systems, a strategy on whether a standard should be adopted, adapted or developed is
required before initiating further work on the standard. An in-depth options analysis is
conducted and one or more of the following strategic recommendations may be accepted in
order to meet a defined business need:

= Adopt an existing standard with no modifications

= Adapt existing standard while doing some modifications or additional development
work

= Develop a new standard to conform to existing frameworks like HL7

#2: STABLE FOR USE (SFU)

At this second key decision point, the Stable For Use approval indicates that the standard is
ready for use by early adopters including both limited production roll-outs as well as pilot
implementations. Users of such specifications should understand that changes may arise
from the experiences of these implementations as well as from potential ballot activities
that may be underway. However, it is expected that these changes will be well understood
and documented for the benefit of potential adopters.

#3: FORMAL APPROVAL (FA)

At this third key decision point, the Formal Approval designation indicates that a standard
has completed any formally recognized and appropriate Standards Development
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Organization balloting or approval processes as well as completed a pilot test or early
adopter implementation recognized by the standards development committees.

Presented hereunder is a Stable for Use version of the standards, which will be debated on,
in a bid to improve it before being submitted for Formal Approval.

Frameworks for Implementing Health Data Standards

We suggest that a collaboratory, planned, evolutionary process be adopted, which takes into
consideration public, public/private market considerations. In discussion with the HMIS and
the donor community, we will adopt one of the frameworks outlined below in rolling out the
standards.

1. ATop Down approach to Health Data Standards

This refers to a situation where the government controls the approach solely. It has been
used in Singapore, Canada and UK.

2. Bottom up approach - Concept Collaboratory

In this framework, the initiatives are from stakeholders themselves, and has been widely
used in Working Collaboratives - US Veterans Assoc., OpenEHR, Concept Collaborative-
Indiana, Marshfield Clinic-Wisconsin, Keiser Permanente-California

3. Mixed / Evolutionary approach

This framework refers to a situation in which there is a Public/Private market based
approach which is allowed to evolve over time. The model has been widely adopted in US
and South Africa.

4. Disease Specific approach
In this approach, the implementation is done per disease. This has gained a lot of popularity
in countries ravaged with chronic diseases such as HIV/ AIDS and Tuberculosis.

5. Other approaches - Planned, Agile

The planned approach is more of the methodology of implementation of any of the
frameworks mentioned above, and has clear timelines and phases of the implementation
process.

The agile approach involves adoption of just what is needed right now, and then the rest can
be added according to priorities.

Planning for Health Data Security and Confidentiality
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Other Suggested Services

The following services are suggested to be vested in a multi-sectoral team from both the
government, the private sector, the NGOs, and the donors within the health sector.

Maintenance Services

Maintenance Services (MS) will be responsible for ensuring Kenyan standards within the
scope remain clinically and technically relevant and continue to meet the business needs of
the stakeholders. MS will ensure the timely release of the Kenyan standards so they are
available to all. MS includes the necessary interactions with standards development and
maintenance organizations responsible for the components of the Kenyan standards.

Implementation Support Services

Implementation Support will provide a single point of entry and clearing house to support
the implementation of Kenyan standards.

Education and Training Services

Education and Training Services provides products and services in support of Kenyan EMR
and other industry-specific standards education and training in Kenya, within the mandate
of the Ministry and in alignment with policies of standards organizations.

Client Services & Relations

Client Services & Relations is the “keystone” service. Standards IP (intellectual property)
distribution and rights management, and the Partnership for Health Information Standards
Conferences are component services to be provided to clients.

Conformance Services

Responsible for coordinating the development and maintenance of the conformance
statements for each Kenyan standard. Conformance statements can be described as
declarations or statements which detail what a system does, followed by a test to ensure
that the system does what it claims to do.

Engagement and Process Services

Supports the Ministry and stakeholders in facilitating the uptake of Kenyan health
information standards through the following services: communications, marketing,
knowledge management, evaluation and stakeholder engagement. Additionally, the overall
standards governance structure needs support, enabling integration of health information
standard mandates in Kenya across the entire standards life cycle.

EHR CERTIFICATION

Standardized Gaining and maintaining Certification of an Offering against an EHR
Specification is suggested to occur in order for Vendors to provide approved systems.

The following are a number of key vendor activities associated with Validation. A template
EHR Certification Agreement contains more details.
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a) Submit an Application - interested vendors can submit an application for an Offering to

undergo Validation.

b) Sign the EHR Certification Agreement - a vendor seeking to have an Offering certified will

be required to sign the most current EHR Certification Agreement.

¢) Validation Process - a vendor must demonstrate that the Offering is able to meet or

exceed applicable Baseline Requirements as set out in the applicable Specification
through the process described in EHR Validation Process.

d) Submission of Deliverables - submit a set of deliverables itemized in the EHR
Certification Agreement, Obligations Schedule. Examples of Vendor deliverables include
profile requirements, standardized pricing scenarios, and standard Subscription
Agreements. See EHR Certification Agreement for more information regarding
deliverables required to receive a Certificate for an Offering and ongoing contractual
requirements.

THE THREE REPORTS

Refer to the three reports:

4. CDC ART EMR assessment Report
5. NASCOP EMR Assessment Report

6. HMIS Assessment Report
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